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Introduction 

This document has been prepared by SASB’s technical staff to facilitate consultations with companies, 

investors and subject matter experts regarding potential changes to SASB’s Internet Media & Services 
Industry Standard. Specifically, SASB is evaluating whether and how to expand this industry standard to 

include themes surrounding harmful online content, content moderation practices of companies, the 

ranking and recommendation of user-generated content, and the associated impacts on user freedom of 

expression (together referred to as “content governance themes” in this document).  

Preliminary research conducted by staff suggests that these content governance themes are social issues 
that have financially material implications for companies in the Internet Media & Services industry, and that 
the industry standard may therefore be incomplete. 

For the purposes of this consultation, the staff has developed a draft of a potential disclosure topic related 

to these themes, as well as potential performance metrics. These do not represent a formal Exposure Draft, 
but rather are being furnished to consultation participants to generate specific feedback and alternative 

ideas that can inform future standard-setting, including the development of an Exposure Draft. Staff is 

interested in the views of market participants focusing on the financial materiality of the topic based on how 
it is described below, as well as the utility of the proposed metrics. More specific questions exploring these 

aspects of the topics and metrics have been provided below to help guide respondents. 

In November of 2020, SASB released a Content Moderation Taxonomy which addresses the social 
externalities related to harmful content and user freedom of expression across the technology sector.  

These materials were released publicly in March of 2021 and are subject to change as staff receives additional 
input. More information on this standard-setting project can be found on SASB’s website here. 

  

https://www.sasb.org/wp-content/uploads/2020/12/Content-ModerationTaxonomy-v7b.pdf
https://www.sasb.org/standards/process/active-projects/content-governance-in-the-internet-media-and-services-industry/
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Consultation Objectives & Key Questions 

SASB is seeking feedback from companies and investors that will aid its further development of the Internet 

Media & Services Industry Standard to potentially incorporate content governance themes.  

The broad objectives of this consultation period are twofold: 

● Ensure that SASB accurately characterizes and describes the business risks & opportunities 

associated with content governance themes, alongside the potential management approaches to 
addressing them 

● Gain a deeper understanding of investors’ informational needs regarding content governance 

themes, alongside the pros/cons of different measurement approaches 

More specific to the contents of this document, SASB is interested in feedback on the following:  

● Do you agree with how staff has characterized the risks & opportunities associated with content 

governance themes in the “Topic Description” section of this document?   

● Do you agree that the new disclosure topic, as described, is financially impactful to many companies 

in the Internet Media & Services industry? 

● Do you agree that the proposed metrics appropriately measure performance on content governance 

themes? 

● Do you agree that the proposed metrics would provide investors with useful information? In what 

ways could they be improved or replaced? 
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Topic Description: Content Governance & User Freedom of Expression 

As discussed in greater detail in SASB’s Content Moderation Taxonomy, the same technologies that have 

enabled huge growth in productivity and connected people across the world also enable bad actors and 

facilitate the creation, hosting, and sharing of harmful content, such as the incitement of violence, 

terrorist/violent extremist content, hate speech, disinformation, and child sexual abuse material. The 

presence of this content on the services provided by companies in the Internet Media & Services industry 
leads them to take a number of actions to improve product quality and safety, some of which impact user 

freedom of expression. As described more fully below, the result is often a complex balancing act, with 

platforms weighing their own economic interests with those of their user bases, advertisers, and regulators. 

In order to improve readability and draw clear lines to proposed metrics included later in this document, 

this broad Topic Description has been broken into four sub-topics referred to here as “concepts”: Platform 
Scale & Design, Content Moderation, Content Shaping, and Operating Across Jurisdictions. The Operating 
Across Jurisdictions concept is already included in SASB’s Internet Media & Services Industry Standard.  

Platform Scale and Design 

The presence of harmful content on a platform can lead to real-world harm and degrade the user experience, 

impacting platforms’ ability to retain users and advertisers; it can also lead to enhanced regulatory scrutiny. 
The extent to which this topic applies to an internet media company is related in part to the nature and 

amount of user-generated content it hosts. For example, platforms that host text-only user reviews of 

products or services may be able to rely largely on automated screens to remove abusive language or spam. 

However, platforms that facilitate the sharing of a broad range of speech and a variety of media, including 
images and videos, are more likely to face challenges identifying and actioning harmful (or unwanted) 

content.  

Platforms with large user bases are by their nature more likely to amplify harmful content to a large audience 

should they not have robust moderation systems. Similarly, platforms that focus on surfacing user-

generated content to large audiences are more likely to amplify harmful content than services focused on 
one-to-one or small group messaging. The largest platforms also must build infrastructure to effectively 

moderate across their entire geographic footprint, including teams and tools that can navigate multiple 

languages and cultural contexts, to effectively mitigate the risk of offline harm and the associated 
reputational damage.  

Advertisements can be another channel of harmful or objectionable content such as misinformation and 

disinformation. As such, companies that rely on advertisements are subject to additional risks, especially 

reputational damage associated with directly generating revenue from harmful or borderline content.  

Content Moderation 

After establishing guidelines and terms of use, platforms moderate user-generated content and 

advertisements through automated systems, human review, or a combination of both. Capabilities in this 
regard vary drastically depending on the size of a company: the largest platforms hire tens of thousands of 

humans to review content in a centralized model and can invest large sums in sophisticated automated 
systems, while others rely on volunteer moderators, small in-house teams and/or vendors to enforce content 

policies. Volunteer and community-led moderation approaches are more economically feasible for small 

companies and carry their own risks and opportunities compared to centralized models. Companies may 

https://www.sasb.org/wp-content/uploads/2020/12/Content-ModerationTaxonomy-v7b.pdf
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seek out staff with specific expertise to address the most challenging areas pertaining to online safety, such 

as terrorist networks, disinformation campaigns and child sexual abuse material.  

Platforms can rely on users to flag content that breaks their policies, although many also deploy resources 

proactively identify such content before it is viewed. Moderation outcomes include content removal, content 

labeling, reducing the visibility of content, and banning users. Given that most users do not believe their 

content should be removed, content moderation decisions—especially those regarding political 

viewpoints—risk alienating users and leading to accusations of censorship. Given the high volume of 
moderation actions and the subjective nature of many decisions, some platforms provide users with the 

ability to appeal a platform’s decisions. 

A failure to effectively establish and enforce moderation policies can result in challenges for platforms in 

dealing with a variety of stakeholders. Companies cannot attract and retain users if their services are full of 
harmful content or spam; conversely, blunt or inaccurate moderating runs the risk of alienating affected 

users and suppressing legitimate speech protected under international principles. Advertisers are also wary 
of allowing their brands to appear alongside harmful or objectionable user-generated content. If platforms 

fail to remove the most extreme content-- such as terrorist propaganda or the incitement of violence-- 
vendors of cloud services, hosting, and payment processing services may also refuse to do business with 

them. Conversely, companies that have a track record of maintaining a platform that is appealing to users 

while being “brand safe” for advertisers may be better positioned to attract more users and advertisers, and 
therefore improve financial performance.  

Content Shaping 

In addition to moderation policy and enforcement, there is an increasing focus among users, the media and 
policymakers regarding how platforms surface content to users. Platforms determine this content (and the 

order in which it is shown) either through manual curation or algorithmically, depending on a variety of 
factors including a user’s stated or inferred interests, a user’s personal connections, content a user 

previously viewed, content consistent with a platform’s brand positioning, and content popular with other 

users.  

Content ranking and recommendation systems play a critical role in product design and therefore a 

platform’s success in attracting and retaining users. However, given that some users can be drawn to 

objectionable or “borderline” content such as sensationalism or misinformation, ranking or 

recommendation systems that prioritize user engagement or time spent on a platform may be more likely 
to amplify certain types of harmful or borderline content. Left unchecked, this may have negative social 
impacts (such as a deteriorating information environment) and undermine content moderation efforts. 

Moreover, just the impression among the public or regulators that a platform’s content shaping systems 

negatively impact the information environment or polarize/radicalize users carries serious risks for 

companies, including regulatory scrutiny and the ability to attract and retain users and advertisers.  

Platforms can manage this risk by changing content sorting priorities to promote desired content, increasing 

the transparency of their content shaping policies to build trust, and by modifying moderation systems to 

more quickly identify and action “viral” content that may be harmful, objectionable or borderline. Platforms 

may also mitigate these risks through designing products and services that don’t rely on optimizing for 
virality, user engagement or session time. 
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Operating Across Jurisdictions 

Platforms face compliance costs, increasing regulatory scrutiny and the risk of losing their license to operate 

in certain jurisdictions based on the content they host and amplify. Platforms that allow the widest variety 

of political speech may be restricted from operating in some countries and/or face a heavy burden of 
moderation in line with local speech restrictions. Operating in these jurisdictions and complying with such 

restrictions can also expose companies to reputational risks elsewhere. 

When operating in countries with relatively strong protections on user freedom of expression, platforms still 

face increasing legal requirements to limit the spread of harmful content, including hate speech, terrorist 

propaganda and child sexual abuse material. Such regulations could include increased requirements to 

expeditiously remove harmful content or increased liability for the user-generated content platforms host, 

which could result in additional legal and compliance expenses.  

Questions for Respondents 

1. Do you agree with how staff has characterized the risks & opportunities associated with content 

governance themes in the “Topic Description” section of this document?   
 

2. Do you agree with how staff has characterized strategies that companies use to address the risks & 

opportunities described above? 
 

3. Do you agree that the new disclosure topic, as described, is financially impactful to many companies 
in the Internet Media & Services industry? 
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Potential Changes to the Internet Media & Services Industry Standard 

Current Disclosure Topic & Metrics 

The Internet Media & Services Industry Standard currently contains a disclosure topic titled Data Privacy, 

Advertising Standards & Freedom of Expression, structured as follows: 

Topic Metric Unit of Measure 

Data Privacy, Advertising 
Standards & Freedom of 

Expression 

Description of policies and practices relating to behavioral 

advertising and user privacy 

n/a 

Number of users whose information is used for secondary 

purposes 

Number 

Total amount of monetary losses as a result of legal 

proceedings associated with user privacy 

Reporting 

currency 

(1) Number of law enforcement requests for user 

information, (2) number of users whose information was 

requested, (3) percentage resulting in disclosure 

Number, 

Percentage (%) 

List of countries where core products and services are 

subject to government-required monitoring, blocking, 

content filtering, or censoring 

n/a 

Number of government requests to remove content, 

percentage compliance with requests 

Number, 

Percentage (%) 

 

Interested respondents can download the full industry standard on SASB’s website here to see more details. 

SASB staff is considering recommending to the Standards Board that the current disclosure topic be split 
into two separate topics, with one of them being significantly expanded in scope in order to capture risks & 

opportunities associated with content governance themes.  

As proposed, the metrics regarding user privacy and advertising practices would not change, but would 

continue to exist in the standard in a smaller standalone topic. Elements of the current topic addressing how 
companies operate and comply with governments across jurisdictions would be combined with new metrics 

in a revised disclosure topic covering content governance & user freedom of expression.  

  

https://www.sasb.org/standards/download/
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New Topic Summary: Content Governance & User Freedom of Expression 

Below is a proposed summary of the Disclosure Topic, which is more fully described above starting on page 

3. 

Many companies in the Internet Media & Services industry offer products and services that rely on user-

generated content. Users of these platforms can create or upload a variety of content which carry negative 

societal impacts, including but not limited to the incitement of violence, content depicting or glorifying 
terrorist acts, and child sexual abuse material. Services that optimize for user engagement or session time 

may also amplify other forms of “borderline” or harmful content, including misinformation that leads to real-

world harm. Most companies choose to moderate content to attract a large base of users and advertisers. 

However, when making content moderation decisions, companies risk alienating their user base or 

suppressing legitimate speech protected under internationally recognized principles. Platforms therefore 

often establish guidelines for acceptable content and design systems to identify and take action in response 
to content that breaches these rules; some platforms also offer users a chance to appeal content they feel 

was wrongly removed. Additionally, companies may need to comply with local laws or government demands 

related to censorship of culturally or politically sensitive material on websites.  

In order to retain users and advertisers and maintain their license to operate, companies must balance 

moderation activities with policies and procedures that appropriately account for concerns regarding user 
freedom of expression. This issue has impacts on company profitability through personnel costs and 

investments in automated systems. Reputational damage related to controversial or ineffective moderation 

policy or enforcement may also lead to increased regulatory scrutiny or impact companies’ ability to attract 
users and advertisers, leading to reduced revenues. Conversely, companies that have a track record of 

maintaining a platform that is appealing to users while being “brand safe” for advertisers may be better 

positioned to attract more users and advertisers, and therefore improve financial performance. 
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Potential Metrics: Content Governance & User Freedom of Expression 

Potential metrics associated with each angle of the Topic Description described on page 3 are included 

below. Metrics are intended to provide representative, useful information that capture performance on each 

angle associated with the topic. Taken together, the metrics should provide a complete set of information 
for investors to analyze how companies are holistically performing on the topic. 

Concept Metrics 

Platform Scale and 

Design 

● Number of daily active users (DAUs) 

● Amount of user-generated content uploaded daily 

Content 
Moderation 

● Content actioned, percentage discovered proactively 

● Content actions appealed by users, percentage restored after appeal  

● Description of approach to enforcing community guidelines/terms of use 

Content Shaping ● Description of approach to content ranking and recommendations, and 
how these systems account for harmful and borderline content 

Operating Across 
Jurisdictions* 

● List of countries where core products and services are subject to 
government-required monitoring, blocking, content filtering, or 

censoring* 

● Number of government requests to remove content, percentage 

compliance with requests* 

*Indicates concepts/metrics already included in SASB’s Internet Media & Services Industry Standard 

Questions for Respondents 

1. Do you agree that the proposed metrics appropriately measure performance on content governance 

concepts as laid out in the Topic Description starting on page 3? 
 

2. Do you agree that the proposed metrics would provide investors with useful information? In what 

ways could they be improved or replaced? 

 

3. How might the “platform scale and design” concept be measured to account for variations in 

platform design? For example, does a metric exist that could distinguish a platform that focuses on 
one-to-one or small group messaging from one where most content is public?   

 

4. Does an aggregate figure for “content removed” adequately address the content moderation 

concept? How might SASB metrics account for the differences in types of harmful content (e.g. 

terrorist/violent extremist content vs. hate speech) and differences in community guidelines? 
 

5. Do the proposed metrics adequately account for different approaches to content moderation, 

namely community-based vs. centralized? 
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6. Are there quantitative approaches that could measure the “content shaping” concept?  

 

Appendix: Sample Table of New Disclosure Topics and Metrics 
 

Topic Metric Unit of Measure 

Data Privacy & 

Advertising Standards 

Description of policies and practices relating to behavioral 

advertising and user privacy 
n/a 

Number of users whose information is used for secondary 

purposes 
Number 

Total amount of monetary losses as a result of legal 

proceedings associated with user privacy 
Reporting 

currency 

(1) Number of law enforcement requests for user 

information, (2) number of users whose information was 

requested, (3) percentage resulting in disclosure 

Number, 

Percentage (%) 

Content Governance & 

Freedom of Expression 

Number of Daily Active Users Number 

Amount of user-generated content uploaded daily Number 

Content actioned, percentage of actioned content 
discovered proactively  

Number, 
Percentage (%) 

Content actions appealed by users, percentage restored 

after appeal 

Number, 

Percentage (%) 

Description of approach to enforcing community 

guidelines/terms of use 

n/a 

Description of approach to content ranking and 
recommendations, and how these systems account for 

harmful and borderline content 

n/a 

List of countries where core products and services are 

subject to government-required monitoring, blocking, 

content filtering, or censoring 

n/a 

Number of government requests to remove content, 

percentage compliance with requests 
Number, 

Percentage (%) 

 

 


