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MATERIAL SUSTAINABILITY ISSUES

Environment
• Environmental Footprint of Operations
Social Capital
• Data Privacy
• Data Security
Business Model and Innovation
• Product End-of-Life Management
Leadership and Governance
• Managing Systemic Risks from
Technology Disruptions
• Competitive Behavior

INTRODUCTION
The Telecommunications industry is the foundation of modern communications and information
sharing. The growth of the Internet economy has
strengthened the industry’s position as a provider
of key infrastructure, including telephone and
broadband Internet service.
Telecommunications services have helped the
public and private sector increase efficiencies
and drive innovation through lower transaction
costs and increased speed and variety of communication media. The growth in recent years
of wireless and broadband communication has
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driven an expansion in network spectrum
and data transmission, leading to build-out
of physical infrastructure, including wireless
towers, data centers, and switching equipment. The Telecommunications industry faces
several sustainability challenges and opportunities relating both to physical infrastructure, as
well as transmission of user data. Management
(or mismanagement) of material sustainability
issues has the potential to affect companies’
valuation through impacts on profits, assets,
liabilities, and cost of capital.
Telecommunications companies reporting in
their regulatory filings metrics on the material
sustainability risks and opportunities that could
affect value in the near- and long-term, would
provide investors with a more holistic and
comparable view of performance. This would
include both positive and negative externalities, and the non-financial forms of capital that
the industry relies on for value creation.
The sustainability issues that will drive competitiveness within the Telecommunications
industry include:
• Managing the environmental footprint of
companies’ large and expanding network
infrastructure and equipment;
• Ensuring the privacy of customer data
through effective data use policies, and
managing government relations or business
strategy on issues related to data privacy;
• Managing the increasing risk of cyberattacks, particularly for cloud-based services
and business or government customers in
sensitive sectors;
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• Managing the end-of-life of telecommunications equipment and devices in a responsible
manner;
• Managing risks to networks and operations
that could potentially create systemic or
social disruption; and
• Balancing the need to expand revenues in
the face of increasing competition, with
preventing engagement in anti-competitive
practices.

INDUSTRY SUMMARY
The Telecommunications (“Telecom”) industry
consists mainly of telecom carriers, comprising
two primary segments: wireless and wireline
services. Wireless providers use wireless infrastructure, such as radio-based cellular networks, to provide a range of services including
wireless telephony voice, data (including video,
games, and music content), text messaging,
Internet, and satellite communications services.
Companies provide these services using wireless spectrum (the electromagnetic radio frequency bands used in wireless communication)
obtained through licenses that are typically
auctioned by government agencies.
Wireline telecom providers operate wired
infrastructure to provide telephony services,
video programming distribution, and Internet
services. Wireline phone services include local

and long-distance voice communication, as
well as voice over Internet protocol (VoIP) to
residential and business customers. Some companies in the wireline segment also offer web
hosting and data processing services.I Advances
in broadband technology are enabling higher
speeds for delivering information in both the
wireline and wireless segments, driving the
next generation of Internet-enabled services.1
Apart from telecom carriers, other industry
players include local exchange carriers competing with telecom carrier incumbents, telecom
resellers serving businesses and households,
and network construction and leasing providers, serving telecom carriers. However, these
constitute a negligible portion of overall industry revenues.II
The Telecom industry is a mature industry, with
global revenues totaling around $2 trillion
according to the latest annual data.2 The U.S.
is the largest telecom market in the world,
expected to grow by 3.7 percent per year
between 2010 and 2015. However, emerging
markets are experiencing higher growth rates.3
For example, mobile cellular subscriptions in
the Asia-Pacific region have increased exponentially in the past few years. Subscriptions
are expected to have reached around 89 per
100 inhabitants by 2013 in this region, up from
only 23 per 100 inhabitants in 2005.4
Major publicly-listed companies in the industry
(see Appendix I) include AT&T and Verizon,
which are domiciled in the U.S. and serve
primarily U.S. customers. They also include

A list of representative companies appears in Appendix I. The activities described here are based on a mapping of the Sustainable Industry
Classification SystemTM (SICSTM) to the Bloomberg Industry Classification Systems (BICS).

I

II

Cable companies providing telecommunications services are excluded from the scope of the Telecommunications industry under SICSTM
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companies domiciled abroad, serving their local
markets. These include companies like NTT
and China Mobile, serving the Japanese and
Chinese markets respectively, and Telefonica,
which is based in Spain but derives revenues
largely from Latin America.5
Companies in the Telecom industry enjoy network effects, whereby the value of the service
increases with the number of users. Together
with significant investments required for the
vast fixed line infrastructure in the Telecom
industry, network effects create classic natural
monopoly conditions. Even as regulations in
several countries have attempted to increase
competition in the industry over the years, incumbent enterprises (sometimes state-owned)
continue to dominate in some markets.6,7 In the
U.S., the Telecom industry is currently dominated by two companies, AT&T and Verizon, which
together accounted for around 73 percent of
wireline revenue in 2012.8 AT&T was a legally
sanctioned and regulated monopoly until 1984,
when it divested its wholly-owned Bell operating companies, which provided local exchange
services, in an anti-trust lawsuit settlement.9
At the same time, larger players continue to
enjoy economies of scale in the wireless segment, and have significant market share. Given
the capabilities of the larger players, auctioning of valuable and limited spectrum can still
create barriers to entry, particularly for larger
spectrum blocks. AT&T and Verizon accounted
for 55 percent of wireless revenue in North
America in 2012. Sprint and T-Mobile, other
players in the wireless segment, lost market
share to AT&T and Verizon between 2008
and 2012.10
Some companies in the industry, in particular
wireline service providers, are in direct competition with cable television (TV) providers.
© 2014 SASB™

In 2006 and 2007, both AT&T and Verizon
launched pay-TV services; subscribers to both
companies now account for almost 8 percent
of all U.S. households with cable services.11
Sources of industry revenue include sale of
mobile handsets and other wireless devices,
pre-paid or post-paid wireless subscriptions,
wireline subscriptions, sale of network capacity on a wholesale basis, and fee income from
mobile roaming services.12 Revenues are closely
correlated with gross domestic product, while
societal and consumer trends shape product
and service offerings. In the U.S., retail consumers account for over 50 percent of spending on telecom. However, the business and
government markets present growth opportunities for the industry.13
The wireless voice and data segments accounted for around 60 percent of industry
revenues in North America in 2012, with the
wireline segment accounting for the rest.14 The
wireline segment is experiencing a decline in
revenues due to a steady reduction in demand
for traditional voice services. Customers are
substituting landline telephones with wireless
devices. According to a 2011 study, 16 percent
of Americans are receiving most of their calls
on mobile devices despite having a landline
phone.15 Growth in wireline video and business
services has offset some of the declines in voice
services in the wireline segment.16
The wireless segment is driving industry
growth, primarily through increasing data
revenues. The wireless voice market is nearing
saturation, but the use of Internet-connected
mobile devices, such as smartphones and
tablets, is soaring. Smartphone spending is
expected to have a five-year Compound Annual Growth Rate (CAGR) of 18.4 percent and
tablet spending of 30 percent through 2015.17
RESEARCH BRIEF | TELECOMMUNICATIONS
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In addition, there is a trend towards machineto-machine (M-to-M) wireless data communications, with companies looking to capitalize
on the potential for an “Internet of things.”
There are around 1.1 billion intelligent devices
embedded with communication and software
capabilities already in the market.18,19 As a result
of these trends, total wireless network traffic
is expected to increase 30- to 70-fold over the
next few years.20 Telecom companies are also
seeking to provide the infrastructure for an
expanding cloud-computing market to expand
their revenues.

companies, representing their equipment
expenses. They then sell these to subscribers at
a subsidized rate in order to attract more users.
Increases in such purchases are expected, as
technological change and customer preference
for the latest handsets render products obsolete
more rapidly. Depreciation expenses, including
spectrum licenses, are also significant. Some
network infrastructure is becoming outdated,
as second-generation (2G) and 3G services are
replaced with 4G. Other significant costs for
both wireless and wireline segments include
marketing and customer acquisition costs.22

The wireline segment faces high fixed costs
for equipment and network infrastructure
and associated depreciation expenses. With
expanding data volumes, the traditional Public
Switched Telephone Network (PSTN) infrastructure faces constraints, and companies
are looking to implement new technologies,
such as fiber-to-the-premises. Wages are also a
significant proportion of costs, with companies
employing significant numbers of maintenance
and repair personnel and customer service
representatives. Companies also pay access
charges to each other for network use, a significant proportion of these going to international carriers. Rent and utilities associated with
housing and cooling network equipment are
other significant cost items for this segment.21

The wireless segment is more profitable for
integrated players like AT&T.23 Smaller, regional
wireless carriers face lower margins compared
to larger players, as they do not enjoy the
same economies of scale.24 The overall EBITDAIII
margin for both AT&T and Verizon was around
25 percent in fiscal year (FY) 2012. Foreign
telecom companies like NTT, China Mobile, and
Telefonica reported higher EBITDA margins.25

On the other hand, for the wireless segment,
cost of service and equipment expenses constitute a majority of costs. The former represents
the expenses incurred to operate and access
the wireless network, as well as roaming and
long-distance costs. Wireless operators often
buy mobile phone handsets from hardware

III

LEGISLATIVE AND
REGULATORY TRENDS IN
THE TELECOMMUNICATIONS
INDUSTRY
The Telecom industry has traditionally been
subject to extensive regulations related to
anti-trust, due to its highly concentrated nature
and network effects creating natural monopoly
conditions. Some key areas of regulatory
focus in recent years that have the potential

Earnings Before Interest, Tax, Depreciation, and Amortization.
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to impact value in the industry include network neutrality,IV spectrum auctioning rules,
data privacy, and the regulation of VoIP. Some
environmental laws, such as those related to
electronic waste (e-waste), also affect Telecom
companies. The following section provides a
brief summary of key regulations and legislative
efforts related to this industry.V

Pricing continues to be regulated in the
wireline segment, with state bodies establishing the maximum prices that can be charged
for certain services. Furthermore, the Federal
Communications Commission (FCC) regulates
inter-state charges through a price-cap plan.28
Companies in this segment therefore have an
incentive to lower their cost structures.

Regulations in different countries have focused
on increasing competition in the Telecom
industry, and de-regulating certain services.
In the U.S., this was facilitated by the breakup in 1984 of the monopoly and competitive

Wireless carriers are affected by a licensing system for the electromagnetic spectrum necessary to provide wireless services, the allocation
of which is regulated by the FCC.29 Demands
on spectrum in the U.S. are rapidly increasing.
In 2012, the FCC introduced incentive auctions as a method to repurpose spectrum from
broadcast television and radio, to meet the
demand from mobile devices. Incentive auctions allow spectrum owners to sell frequency
in an open bid market.30

services of AT&T, until then a recognized and
regulated monopoly service provider. However,
the Telecommunications Act of 1996 represents the first major overhaul of the regulatory
framework for the industry in the U.S. since
the 1930’s.
The Act’s main goal was to ensure a level playing field and to foster competition between
firms that use similar technologies to provide
a well-defined type of service (e.g., voice).26 As
a consequence, the Act established separate
regulatory regimes for telephone carriers, providers of cable television, and those providing
broadband and information services. Additionally, the Act included provisions that sought to
address the social issue of “universal service”
in the context of technological advances and
changing needs.27 Despite increasing competition in the industry as a result of the Act,
Telecom companies continue to be subject to
close regulatory scrutiny related to anti-trust,
due to continued high industry concentration
and strong network effects.

With the expansion of Internet-based services
in the economy, and growing volumes of data
transmitted over Telecom networks serving as
an important revenue source for the industry,
emerging laws and regulations governing the
Internet could have a significant impact on
industry players. Several attempts by the FCC
to introduce network neutrality rules have been
supported by content and information service
providers, while being a cause for concern for
the Telecom industry. Telecom companies are
seeking to recoup their significant investments
in infrastructure from Internet media and services companies. According to Telecom industry players, such companies profit from using
telecom networks, while increasing traffic and
congestion problems on networks, without

IV
Network neutrality refers to the idea that network providers should be detached from what information is sent over their networks and should
not discriminate among content or users.

This section does not purport to contain a comprehensive review of all regulations related to this industry, but is intended to highlight some
ways in which regulatory trends are impacting the industry.

V
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paying extra charges for doing so. Internet
media and services companies, on the other
hand, are seeking laws that prevent Telecom
companies from imposing extra charges for
services requiring increased bandwidth, which
they perceive as discriminatory.31
Rapid technological changes pose challenges
for regulation, while creating regulatory uncertainty for Telecom companies. Some Telecom
companies provide video services. Under
the 1996 Telecommunications Act, Telecom
companies that choose to provide programming on a common carrier basis over serving
as a conventional cable operator will face less
regulation, but will have to comply with FCC
regulations requiring “open video systems.”32
However, companies like AT&T face petitions
filed at the FCC that allege that the manner in
which the company provides “public, educational and governmental” (PEG) programming
over their U-verse TV service conflicts with
federal law, and certain services provided by
the company should be considered traditional
cable services subject to state and local cable
regulation.33
VoIP, a growth area for the industry, continues
to face uncertainty about whether it should be
treated as an information service or a telecom
service for the purposes of regulation. With a
few exceptions, VoIP remains largely unregulated by the FCC. In 2012, California became the
25th state to prohibit its Public Utilities Commission from imposing new regulations on VoIP
without authority from the state legislature.34
As the debate over VoIP continues, potential
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changes in this scenario could have significant
implications for the industry and its consumers.35
Several laws related to data privacy, cyber security, and government access to user data affect
the industry. The FCC regulates the collection
of information by Telecom companies, such as
the numbers called, time of call, as well as the
particular service used. The FCC determines
how companies can use such information,
known as Customer Proprietary Network Information (CPNI), and their actions to protect it,
including specific requirements for customers
opting into or out of companies’ use of CPNI.36
In Europe, the European Commission has proposed new data privacy regulations to replace
its existing Data Protection Directive. Under
the revised rules, the European Union (E.U.) is
introducing more stringent and harmonized
rules regarding fines imposed on companies.37
Companies must strike a difficult balance
between protection of customer privacy and
requirements to share customer information
with governments in the U.S. and other countries. In January 2014, the U.S. Department of
Justice agreed to relax standards over company
disclosures of certain types of government data
requests. The decision came in response to
changes to the government data collection policy in the wake of the 2013 exposure of government surveillance programs conducted by
the National Security Agency (NSA) since 2007.
Companies may still only report the number of
government data requests in broad ranges and
only after a six-month waiting period.38

RESEARCH BRIEF | TELECOMMUNICATIONS

It is illegal to redistribute these materials. Please report any illegal distribution to info@sasb.org

6

In addition to data privacy regulations, companies are likely to be subject to emerging
cybersecurity laws. Forty-six U.S. states, the
District of Columbia, Puerto Rico, the U.S.
Virgin Islands, and Guam have enacted legislation requiring companies to notify their
customers when security breaches of personal
information occur.39 In order to bolster cybersecurity for the country’s critical infrastructure,
President Obama signed an Executive Order in
February 2013 and issued Presidential Policy
Directive 21. These direct the National Institute
of Standards and Technology (NIST) to develop
cybersecurity standards for critical national
infrastructure and expand information sharing
between government agencies and the private
sector on cyber threats and malicious activity.40
The NIST released its Preliminary Cybersecurity
Framework in October 2013, which covers Telecom companies and is voluntary. It published
the official framework in February 2014.41,42
The ability of Telecom companies to manage
the challenges associated with emerging regulations – particularly those aimed at ensuring
fair and competitive business practices and
data protection – while expanding revenues
and market share, could have material implications for their value.

SUSTAINABILITY-RELATED RISKS
AND OPPORTUNITIES
Industry drivers and recent regulations suggest
that while traditional value drivers will continue
to impact financial performance, intangible assets such as environmental and social capitals,
company leadership and governance, and
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the company’s ability to innovate to address
environmental and social issues are likely to
contribute increasingly to financial and business value.
Broad industry trends discussed in the Industry Summary are also driving the importance
of sustainability performance in the Telecom
industry:
• Growing data transmission: Expanding
data transmission over telecom networks,
with trends such as growth in mobile communication, heightens concerns over data
privacy and security breaches, even as Telecom companies seek to monetize such data.
• Expanding telecommunications devices
and infrastructure: Exponential growth in
data is creating the need for additional telecom infrastructure, including data centers,
and raises concerns over the related environmental impacts of energy consumption.
Related growth in handsets and communications devices, often provided by Telecom
companies, and their rapid obsolescence
are leading to concerns over environmental
impacts at their end-of-life as they find their
way to landfills, leading to regulatory action.
• Reliance on common capital: Companies
in the wireless segment rely on access to the
electromagnetic spectrum to expand their
services and generate revenues. This reliance
on common capital increases the importance
of business practices that maintain companies’ social license to operate.
• Network effects and universal access:
While there is increasing competition in the
Telecom industry, inherent network effects
enjoyed by Telecom companies can create
dominant market positions, posing anti-

RESEARCH BRIEF | TELECOMMUNICATIONS

It is illegal to redistribute these materials. Please report any illegal distribution to info@sasb.org

7

trust risks, as discussed above. Dominant
positions by a few players create concerns
around consumer protection from discriminatory or monopolistic practices. Access to
communications technology is now viewed
as a basic and necessary good and can contribute to economic development and digital
inclusion. As technology evolves, Telecom
companies are under continued pressure to
ensure that their dominant market position does not limit universal access to such
services.
• Digital interconnectedness of the economy: With enterprises, governments, and
individual consumers increasingly depending
on Telecom providers for mobile and broadband communication networks, the robustness of telecom infrastructure becomes important to avoid systemic or economy-wide
disruptions.
As described above, the regulatory and legislative environment surrounding the Telecom
industry emphasizes the importance of sustainability management and performance. Specifically, recent trends suggest a regulatory emphasis on customer protection and competitive
markets, which will serve to align the interests
of society with those of investors.
The following section provides a brief description of each sustainability issue that is likely
to have material implications for the Telecom
industry. Included in the description is evidence
of materiality, as well as an explanation of
how the issue could impact valuation. A table
indicating the nature of the value impact and
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evidence of interest from stakeholders appears
in Appendix IIA. Appendix IIB expands on the
channels of financial impacts of each sustainability issue, and the recommended disclosure
framework appears in Appendix III.

ENVIRONMENT
The environmental dimension of sustainability
includes corporate impact on the environment, either through the use of non-renewable
natural resources as inputs to the factors of
production (e.g., water, minerals, ecosystems,
and biodiversity) or through environmental
externalities or other harmful releases in the
environment, such as air and water pollution,
waste disposal, and greenhouse gas (GHG)
emissions.
Although the environmental footprint of the
Telecom industry remains limited relative to
other industries, the industry’s energy use is
increasing and becoming more material, as additional traffic drives the need for new network
capacity and data facilities. Energy consumption translates into companies’ indirect contribution to GHG emissions. This has potential
implications for costs (as pricing of GHG emissions could be passed on to companies purchasing fossil fuel-based electricity), reputation
and attractiveness to customers
in the medium- to long-term (as public concerns drive a closer inspection by business
customers of the environmental impacts of
their supply chains).
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Environmental Footprint
of Operations
A large part of the energy consumed by the
industry is used to power critical network and
data center infrastructure. Such infrastructure
needs to be powered continuously; disruptions
to energy supply can have a material impact on
operations, depending on the magnitude and
timing of the disruption.

With the growth in mobile device usage, new
broadband technologies, and the emergence
of M-to-M communications and cloud-computing, an increasing amount of data is being
generated, transmitted over telecom networks,
and stored with Telecom companies and others
globally. Companies in the Telecom industry,
therefore, may need to acquire more network
capacity, equipment, and data centers, significantly increasing the materiality of energy
consumption over time.

Managing the environmental footprint of
the significant telecom infrastructure used in

Evidence

this industry is important for managing costs,
obtaining reliable supplies of energy, and
lowering reputational risks. With increasing
global focus on climate change, regulatory and
customer actions place greater emphasis on resource conservation, and innovations in energy
efficiency and renewable energy provide new
avenues for energy management.
Telecom companies can pursue various strategies to achieve energy efficiency, including purchasing more efficient equipment, optimizing
the locations for network equipment and data
centers, managing energy “hotspots” in data
centers, and implementing server virtualization, which can reduce the need to install more
physical servers. In addition, long-term power
purchase agreements with renewable energy
providers or on-site generation based on fuel
cells or other alternative energy sources can
provide a hedge against volatile energy prices
and be used to power telecom infrastructure
in remote locations where the reach of the
electric grid is limited.
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Although network equipment and data centers
are becoming more energy-efficient, their overall energy consumption is increasing with the
expansion in telecom infrastructure and data
traffic. Information technology and telecom
facilities in the U.S. consume about 120 million
megawatt-hours (MWh) of electricity per year,
which amounts to around three percent of
electricity used in the country.43
Individual Telecom companies consume substantial amounts of energy, with an impact
both on their operations and the environment.
Powering AT&T’s vast wireline and cellular networks, including data centers, required around
14.6 million MWh of electricity in 2012. Energy
consumption has increased significantly in the
past few years, to power a dramatic rise in mobile data traffic on AT&T’s wireless network of
more than 30,000 percent between 2007 and
2012.44 Electricity use at other Telecom companies also largely goes to powering network
equipment; for example, 88 percent of Sprint’s
power is used for this purpose.45
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Depending on the source of energy and the
efficiency of its generation, electricity consumption by telecom network infrastructure
can contribute significantly to environmental
externalities, such as climate change, creating sustainability risks for the industry. Telecom networks had lifecycle GHG emissions
of around 22 percent of the total footprint of
the Technology and Communications sector
in 2011. Furthermore, lifecycle GHG emissions
from data centers and telecom networks are
expected to increase more rapidly until 2020
than from other sources in the sector.46
Expenditures on energy can be significant in
the industry. For wireline telecom carriers, for
example, rent and utilities expenditures to
house and power network equipment accounted for around 10 percent of revenues in
2012.47
While regulatory incentives related to GHG
emissions mitigation have not been implemented consistently across the world or continuously over time, they are likely to increase costs
of fossil fuel-based energy and make renewable energy options relatively more attractive in
the medium- to long-term. In the U.S., average
retail price of electricity for the commercial
end-use sector has increased from 7.9 cents
per kilowatt-hour (kWh) in 2001 to 10.3 cents
per kWh in 2013.48 The U.S. Energy Information Administration’s (EIA’s) long-term projections show that nominal electricity prices paid
by the commercial end-use sector will increase
to around 18 cents per kWh by 2040, in the
agency’s Reference case.49 At the same time,
as the impacts of climate change intensify,
electricity grid disruptions are likely to increase,
impacting network operations. Weatherrelated significant grid disturbances have been
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steadily increasing in the U.S. from just over 20
incidents in 2003 to almost 140 incidents in
2011.50
Telecom companies have adopted various
strategies to lower energy costs and improve
efficiencies. Through measures aimed at lowering GHG emissions and energy use, Sprint
reduced their operating costs by $20 million
between January and December 2008.51 AT&T’s
efforts to reduce energy consumption saved
the company over $151 million from 2010
to 2012, through 14,300 energy efficiency
projects. Electricity use per terabyte of data has
fallen dramatically in the company’s network,
due in part to company efficiency initiatives,
from 415 kWh per terabyte of network traffic
to 281 kWh per terabyte.52 Verizon’s energy efficiency measures are also notable; the company increased data transmission on its network
by 50 percent between 2009 and 2012, yet
total electricity consumption rose only around
two percent.53
Companies are also using renewable and alternative energy solutions to protect themselves
against energy price fluctuations and unreliable
electricity supply. Verizon launched a $100 million solar and fuel-cell project to provide clean
power to 19 of its facilities across the U.S., part
of an ongoing effort to add renewable energy
capacity to power company facilities.54
According to a 2012 Pike Research report,
the Telecom industry will invest more than 61
percent of capital expenditures into sustainable
infrastructure by 2016. The investments are
motivated by efforts to improve energy efficiency due to rising energy prices, easier access
to clean power, and GHG reduction.55
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Disclosures by some companies in their 10-K
filings indicate the materiality of energy
management for this industry, especially with
growth in data transmission. CenturyLink
stated in its fiscal year (FY) 2012 Form 10-K
that, “…pending proposals designed to reduce
greenhouse emissions could substantially increase our energy costs. We may not always be
able to pass on the increased costs of energy
to our clients, which could harm our business.”
The company also cites inadequate electricity
supply as a major risk.56
On its sustainability website, AT&T states that
“Effective energy management has a direct impact on a company’s bottom line, is an important environmental consideration, and is critical
to the competitiveness of our business and the
reliability of our service to customers.”57

Value Impact
Improving energy efficiency can reduce operating costs through lower utility bills, directly affecting profit margins. Such improvements may
lead to both short-term cost savings through
individual efficiency initiatives and a lower cost
structure in the long-term through ongoing
efficiency strategies that leverage technological
and financial innovation. Energy efficiency solutions like virtualization are also likely to reduce
the need for additional servers, potentially reducing capital expenditures and rent payments
over the medium- and long-term.
Energy efficiency and the use of renewable
energy can increase energy independence and
mitigate operational risks related to energy
availability and reliability, as well as price fluc-
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tuations, with direct impact on a company’s
risk profile and cost of capital.
As energy is a key input to the strong predicted
growth of mobile communications, with a
need for increased data transmission and network capacity, the probability and magnitude
of these impacts are likely to increase in the
future.

SOCIAL CAPITAL
Social capital relates to the perceived role of
business in society, or the expectation of business contribution to society in return for its
license to operate. It addresses the management of relationships with key outside stakeholders, such as customers, local communities,
the public, and the government. It includes
issues around access to products and services,
affordability, responsible business practices in
marketing, and customer privacy.
As the economy continues to shift away from
traditional wired voice services towards wireless and broadband, Telecom companies are
facing new challenges relating to social capital.
Management of issues related to social capital
will enable companies to be well-positioned to
deal with emerging regulations and concerns
about the use and protection of customer
data. Performance on the issues of data privacy
and cybersecurity is likely to influence whether
companies can attract and retain customers,
and build brand value.
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Data Privacy
Through the services that they provide, Telecom companies have access to growing
volumes of customer data. Companies are
increasingly looking to monetize such data,
which may include location, web browsing
history, behavioral, and demographic information. They are beginning to sell such data for
marketing purposes to third parties, such as
billboard companies, malls, and software companies.58 Some Telecom companies also use the
data to provide online behavioral advertising to
customers.
Companies in this industry must therefore carefully manage two separate and often conflicting priorities. On the one hand, these companies may find a valuable source of revenues in
such data through sales to third parties and
advertising, as revenues from voice services
decline. On the other hand, Telecom companies having access to an expanding range
of customer information is increasing privacy
concerns. This is particularly relevant as third
parties also gain access to such information,
although it is generally provided to them at an
aggregate level for groups of retail consumers.59 These concerns have led to regulatory
scrutiny from the FCC, and authorities in Europe and other jurisdictions, affecting Telecom
companies in different countries (see Legislative and Regulatory Trends section).
These trends are increasing the importance to
Telecom companies of adopting and communicating in a transparent manner policies on providing customer data to third parties, including
the amount and type of data provided and the
nature of its use (for example, for commercial
purposes).
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Collection of personal and content data is also
a concern for invasion of privacy by governments, as accentuated by the recent national
debate on the Foreign Surveillance Intelligence
Act (FISA) and the role of the NSA in surveillance activities in the U.S. NSA surveillance of
telecom networks, including Telecom companies’ alleged sharing of customer data (such
as location, number called, and time of the
call), and associated reputational risks highlight the growing importance of protecting
customer data.60 When companies are required
to track user information or share data with
governments, transparency about their privacy
practices and the degree to which they comply
with government requests will enhance their
reputation and lower the risk of legal actions
or customer backlash against them.

Evidence
Evolving laws on data privacy and protection in
the U.S. and abroad pose regulatory risks for
companies in the Telecom industry and demonstrate public concern about this issue. Investigations and enforcement actions by the FCC
highlight industry practices leading to data privacy breaches and potential additional costs of
ensuring regulatory compliance, although the
amounts of some of the fines and settlements
were small, relative to company revenues. In
2010, the FCC settled multiple investigations
into self-reported lapses of AT&T’s opt-out
practices related to Customer Proprietary Network Information (CPNI). AT&T agreed to a voluntary contribution of $200,000, and to adopt
a two-year compliance plan, including monthly
testing of its opt-out mechanisms.61 In another
case in 2010, Verizon agreed to pay $90,000 in
a consent decree related to CPNI opt-out practices, and to adopt a similar compliance plan
including monthly validation testing.62
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In its 10-K filing for 2012, MetroPCS warns of
the regulatory risk stemming from the FCC,
including restrictions on the use of CPNI: “The
FCC has imposed substantial fines on certain
wireless carriers for their failure to comply with
the FCC’s CPNI rules and this continues to be
an area of active regulatory oversight.”63

and is expected to reach $9.6 billion in 2016.
Companies like Verizon and Sprint currently sell
customer data such as user location and web
surfing and application history to third-parties.
Some of these companies allow customers to
opt-in to data sharing agreements to protect
user privacy.69

The FCC ruled in 2013 that protection of confidential data on user devices, such as whom
users call, pricing and terms, and location coordinates is the obligation of wireless carriers.
Previously, carriers were only responsible for
data housed in their internal systems.64,65 The
Financial Times reported in August 2013 that
Telecom companies were lobbying Congress
to relax FCC control over communications industry data and instead grant the Federal Trade
Commission greater reach within the industry.
The FCC has the authority to limit the types of
information that can be sold.66

A 2009 survey by Carnegie Mellon University
of users of location-based telecom and Internet
services showed that in general, consumers
consider the privacy risks of sharing their location data to outweigh the potential benefits.70
Recognizing the importance of addressing
specifically data use related to location-based
services, AT&T expanded its privacy policy in
November 2010 to include such information.71

Furthermore, a dynamic regulatory environment can increase penalties for data privacy violations. In October 2013, the E.U. introduced
draft rules for fines of up to EUR 100 million
($137 million) or five percent of annual global
sales (whichever is greater) for data-protection
violations under revisions to the E.U.’s privacy
law. Previously, the maximum fine imposed on
a company by privacy regulators was only EUR
150,000.67,68

Revelations of a broad surveillance program
conducted by the U.S. government have raised
concerns over user data privacy within corporations and the general public. Until recently,
companies were not allowed to disclose certain
types of data requests by the U.S. government.
However, following the recent ruling by the
U.S. Department of Justice allowing disclosures in broad ranges, companies like Verizon
released information on the number of customer information requests from federal, state,
and local law enforcement agencies in the U.S.
Verizon received approximately 320,000 such
requests in a year, among them between
1,000 and 1,999 National Security Letters.
Beginning in 2014, Verizon will report the percentage of requests for which information was
actually produced.73

The sale of user data for marketing or consumer-behavior analysis is a potential area of
growth in the industry. In order to be able to
capitalize on this growth opportunity, Telecom
companies will need to ensure they adopt
best practices in privacy protection, and are
transparent about their privacy policies. Sale of
user data was a $5.5 billion industry in 2012,
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In Europe, Telefonica abandoned plans to sell
aggregated location data in Germany after
facing political backlash related to privacy
concerns.72
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Value Impact
In order to generate profits, retain existing customers, and attract new ones, industry players
rely on innovative new services that increasingly
rely on the use of customer data, and leverage
such data and user networks to sell targeted
advertising or sell the data to third parties.
Therefore, breaches of data privacy policies or
unclear communication to users regarding privacy policies and the use of data for advertising
purposes are likely to affect company reputation and brand value, especially in the mobile
consumer segments, with long-term impact on
market share and revenue growth potential. In
addition, companies relying on customer data
for new products and services or those earning
significant revenues from the sale of customer
data may face limits on new product development and sources of revenue as a result of
increasing privacy standards and regulations.
New and emerging data privacy regulations
are likely to affect the operational expenses of
companies through increased costs of compliance. Companies may face chronic Selling, General, and Administrative (SG&A) and
extraordinary expenses for small but frequent
incidents, while high impact, low probability
data privacy incidents can generate substantial
one-time costs to remediate and contingent
liabilities, with an impact on companies’ risk
profile and cost of capital.
As customers and regulators begin to understand the privacy implications of the use of
customer data in the mobile consumer segment, the probability and magnitude of these
impacts are likely to increase in the future.
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Data Security
Companies in the Telecom industry and in
other industries are facing increasing cybersecurity threats. Telecom companies need to
ensure that policies and processes are in place
to manage these risks and that they utilize
hardware or software systems that enable
them to tackle cybersecurity threats both to
their own and their customers’ operations. As
hackers get more sophisticated, companies’
security systems will also need to evolve.
Telecom companies are providers of critical
infrastructure serving several sectors including financials, infrastructure, and government
agencies, apart from retail customers. If sensitive data of such entities is exposed due to failings on the part of Telecom companies, there
could be repercussions for the wider economy,
and reputational risks for Telecom companies.
The NIST’s cybersecurity framework of February 2014, highlights the risks to the nation’s
security, economy, and public safety, as well as
to companies’ bottom lines through impacts
on costs and revenues.74

Evidence
A recent global study on the cost of cybercrime
found that the cost, frequency, and time to
resolve cyber-attacks had increased for four
consecutive years. The study finds that the
average annualized cost of cybercrime incurred
per organization ranged from $1.3 million
to $58 million. The average time to resolve a
cyber-attack was 32 days, with an average cost
to organizations of just over $1 million during
this period.75
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The Telecom industry is particularly vulnerable to cybersecurity threats. According to
the study, the communications industry was
among the top five industry sectors in terms
of average annualized costs incurred for four
years to FY 2013.76 Furthermore, according to
Mandiant’s 2013 Threat Report, six percent of
all advanced cyber-attacks target the Telecom
industry.77 A 2011 study commissioned by the
U.K. Cabinet Office concluded that the mobile
telecom industry was “likely to be affected
by cybercrime through industrial espionage,
[intellectual property] theft and online fraud
and theft of customer data.”78 An example of
a data security breach at Telecom companies
is the exposure of the email addresses of more
than 114,000 iPad customers of AT&T in 2010,
through an attack on the company’s website.79
Verizon’s 2013 data security report, a study
of 621 data breaches and thousands more
security incidents, found that cybercriminals
are increasingly using phishing and socialbased attacks to gain access to corporate
networks and more sensitive information. Attackers used stolen user credentials in four out
of five attacks, which helps mask their illegal
activity as they enter networks through normal
Internet traffic.80
There is investor interest in disclosures on the
issue of cybersecurity. According to a survey
of 405 investors, released in February 2013
by security firm HBGary Inc., more than 70
percent of investors are interested in reviewing company cybersecurity practices.VI The U.S.
Securities and Exchange Commission (SEC)
issued guidance in October 2011 asking all

VI

companies to disclose any material information on cyber-attacks or risks. Furthermore, the
SEC has asked companies in several sectors for
more information than they provided in their
initial 10-K filings.81
Leading Telecom companies recognize the
material implications of this issue in their 10-K
filings. While companies report having been
subject to cyber-attacks, they do not consider
these as having had a material impact on their
operations. However, they recognize that
future attacks could have material impacts,
particularly as the frequency and sophistication of cyber-attacks increases. For example,
Verizon reports in its Form 10-K for FY 2012
that cyber-attacks could result in significant expenses, such as incentives to retain customers
and increased costs of cybersecurity measures,
lost revenues, and reputational damage.82
Companies like MetroPCS/T-Mobile report that
President Obama’s Executive Order on cybersecurity could require them to adopt additional
cybersecurity measures.83

Value Impact
Telecom companies manage an increasing
volume of customer data, including personally
identifiable information, as well as demographic, behavioral, and location data. Therefore,
their ability to combat cyber-attacks is likely to
affect company reputation and brand value,
with a long-term impact on market share and
revenue growth potential.
New and emerging data security standards and
regulations are likely to affect the operating

Note that the survey does not refer only to companies in this industry, but to all companies.
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expenses of companies through increased costs
of compliance. It may also require technology
and system upgrades, resulting in additional
research and development (R&D) and capital
expenditures. Companies may face chronic
SG&A expenses and extraordinary expenses
for small but frequent incidents, while high impact, low probability data security incidents can
generate substantial one-time costs to remediate and contingent liabilities, with an impact
on companies’ risk profile and cost of capital.
As customers and regulators begin to understand the security implications of the increasing
volume of customer data managed by Telecom
companies, the probability and magnitude of
these impacts are likely to increase in the future.

BUSINESS MODEL AND
INNOVATION
This dimension of sustainability is concerned
with the impact of environmental and social
factors on innovation and business models. It
addresses the integration of environmental and
social factors in the value creation process of
companies, including resource efficiency and
other innovations in the production process,
as well as product innovation and looking at
efficiency and responsibility in the design, usephase, and disposal of products.
The ability of Telecom companies to ensure
innovation in business models and services
in the face of changing competitive forces
and regulatory drivers will be crucial to future
success. Specifically, as retailers of hardware
devices, such as mobile phones, Telecom firms
have the opportunity to address concerns over
product lifecycle.
© 2014 SASB™

Product End-of-Life
Management
Telecom companies in the U.S. work in partnership with phone manufacturers to bundle
telecom services and communication devices,
such as mobile phones, and therefore have
a shared responsibility for end-of–life management of communication devices. Mobile
phones continue to be a target for developing
legislation related to electronic waste (e-waste).
These devices are subject to rapid obsolescence
due to technological change and customer
preference for the latest handsets. They are
typically replaced in two to five years, leading
to a significant waste stream.84 Devices that are
not disposed of properly and end up in landfills
have the potential to leach substances that
are hazardous to both human health and the
environment.
Telecom companies’ relationship with customers provides an opportunity for effective
management of product recycling, re-use, and
disposal, with a potential for significant cost
savings from recovered materials. Moreover, as
vendors of third-party and branded communication devices developed by original equipment
manufacturers, companies in this industry have
an opportunity to work within their supply
chain to encourage sustainable design that
limits the use of harmful substances and incorporates reusable parts in products. This can
help reduce long-term costs associated with
disposal, and increase the value of recovered
products. Companies may also derive value
from re-using or recycling their vast amounts
of network equipment and components at the
end of life.
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Evidence
The use of communications devices is expanding rapidly due to technological advances,
lower prices for devices, and consumer preferences. In 2013, global smartphone shipments
reached one billion units in a single year for
the first time.85 Due to the rapid obsolescence
of communications devices, particularly mobile
phones, they represent an increasing proportion of e-waste going to landfills, driven in part
by a low recycling rate. The Environmental Protection Agency (EPA) estimates that 152 million
mobile devices (19,500 tons) were disposed
of in 2010, with only 11 percent recycled, the
lowest recycling rate among different types of
e-waste.86 This indicates potential for improvements in product end-of-life management.
Telecom companies face growing regulatory
risks related to this issue. Twenty-five U.S.
states have implemented e-waste recycling
laws mandating that electronics retailers and
manufacturers create a system for recycling, reuse, or proper disposal of electronic devices.87
While many of these laws in their early days
covered a limited scope of products, newer
laws extend to mobile devices, as concerns
around e-waste from communications devices
increase. For example, the New York State
Wireless Recycling Act requires companies
providing mobile phones in the state to accept the devices for recycling.88 Furthermore,
several states have bans on e-waste in landfills,
potentially affecting Telecom companies that
have significant network equipment needing
decommissioning or replacement.89 In Europe,
the Waste Electrical and Electronic Equipment
(WEEE) Directive applies not only to manufacturers, but also to distributors of mobile
phones and accessories, thus affecting Telecom
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companies with sales of such devices in the
region. The Directive requires companies to
finance the collection, treatment, recycling, or
proper disposal of e-waste.90
Penalties or costs, due to such laws, together
with potential revenues generated from refurbishing and re-selling products, are increasingly
providing incentives for Telecom companies
to manage end-of-life impacts. Some Telecom
companies are proactively managing the issue,
and enjoy cost savings as a result of their recycling and re-use programs.
For example, Sprint has established a goal to
re-use or recycle 90 percent of the devices it
sells by the year 2017, as well as re-use or recycle all network and IT e-waste by 2017.91 The
company reported a 44.5 percent collection
rate for phones in 2012,92 and indicates that
more than 90 percent of the devices it collects
are re-used.93 The company’s device collection
programs have helped it to avoid more than
$1 billion in costs over the years, as collected
handsets can be remanufactured and used
instead of new devices to support the company’s service and repair operations, insurance
programs, and sales to price-conscious customers.94 Sprint also established an environmental
scorecard for suppliers that addresses issues
such as recyclability. The company plans to
have 70 percent of all devices launched annually in compliance with the scorecard.95
AT&T utilizes its relationship with customers to
raise awareness and promote the uptake of cell
phones that are designed with environmentally-focused principles. To achieve this, AT&T
launched an Eco-rating system, in cooperation
with original equipment manufacturer device
suppliers in July 2012, which provides a score
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for sustainability attributes of AT&T-branded
devices and accessories.96 Vodafone, the global
U.K.-based Telecom firm, has established
phone recycling programs in 17 of the markets
where it operates, and states that such programs have a significant commercial benefit for
the company.97

Value Impact
Telecom companies act as the retailers for a
majority of hardware products used in connection with telecom services, mainly wireless,
and therefore have a shared responsibility with
hardware manufacturers in the collection and
management of these products at the end of
their useful life. Performance on this issue can
affect company reputation and brand value,
with long-term impact on market share and
revenue growth potential. It can also affect
Telecom companies’ relationships with hardware manufacturers who seek to improve
the end-of-life management of their product,
and their ability to bring the most competitive bundle of products and services to their
customers, with long-term impact on market
share and revenue growth potential.
End-of-life management standards from
hardware manufacturers or regulators can also
result in increased operating expenses, with
impact on profits. However, refurbishing and
re-using collected devices could ultimately result in net cost savings for Telecom companies.
As social and regulatory concerns over e-waste
continue to increase, the magnitude and probability of these impacts are likely to increase in
the future.
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LEADERSHIP AND GOVERNANCE
As applied to sustainability, governance
involves the management of issues that are
inherent to the business model or common
practice in the industry and that are in potential conflict with the interests of broader
stakeholder groups (government, community,
customers, and employees) and therefore create a potential liability, or worse, a limitation or
removal of license to operate. This includes issues such as risk management, safety management, supply chain and resource management,
conflict of interest, anti-competitive behavior,
and corruption and bribery.
In the context of the Telecom industry, governance issues manifest themselves in the form
of companies’ competitive business practices,
and business disruptions that may have systemic impacts, particularly as the industry serves as
critical infrastructure for the economy.

Managing Systemic
Risks from Technology
Disruptions
Telecom companies own or operate critical
infrastructure that forms the basis of modern
communications and business processes. Systemic or economy-wide disruption may be created if the network infrastructure of Telecom
companies is unreliable and prone to business
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continuity risks, or if Telecom companies are
not prepared to handle major emergencies.
Apart from the Data Privacy and Security issues
discussed above, disruptions can occur in the
form of network downtime due to technical
errors, impacts of extreme weather events,
natural disasters, or electric grid disruptions.
As the frequency of extreme weather events
associated with climate change continues to
increase, Telecom companies will face physical
threats to network infrastructure. Long-term
climatic changes could also affect network
equipment. This could result in frequent or
significant service disruptions, outages, and the
need to upgrade or repair damaged or compromised equipment.
As Telecom companies expand their network
infrastructure and adopt new technologies,
they need to ensure the reliability and resilience
of such systems so as not to disrupt key services. Significant growth in data volumes and
increasing complexities of network management could pose risks for service continuity and
quality. Companies could protect shareholder
value with practices to minimize the probability and magnitude of systemic impacts and by
actively investing in improving the reliability,
resilience, and quality of their infrastructure
and services.

Evidence
Given the systemic importance of telecom networks, the FCC has recently taken several steps
to ensure their resilience in the U.S., posing
regulatory risks for Telecom companies. These
include proposed rules for wireless service
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providers “to publicly disclose the percentage of cell sites within their networks that
are operational during and immediately after
disasters.” The FCC hopes this public disclosure
will incentivize competition to improve network
reliability. The FCC is also working to improve
the reliability of networks used to originate
emergency calls. As a majority of such calls are
now placed on wireless networks, these are
the focus of attention. However, the FCC also
proposed rules to ensure that wireline providers routing emergency calls implement best
practices in network design, operations, and
maintenance. Furthermore, a public-private
federal advisory committee to the FCC has
been asked to recommend best practices for
cooperation among network providers during
emergencies, including sharing infrastructure
and back-up power assets.98
According to the FCC, recent events have
exposed weaknesses in the infrastructure of
some telecom providers. For example, at its
peak, Hurricane Sandy is said to have disabled
about 25 percent of cell sites in the affected
area, and more than 50 percent in the counties that were most impacted. Some wireless
providers are said to have fared better than
others.99 Server failures have also been responsible for service disruptions for VoIP services.
Around 31 percent of residential wireline
emergency calls are made using VoIP services.
In May 2010, a server failure caused a service
outage lasting several hours for AT&T’s U-Verse
interconnected VoIP service, in the company’s
entire 22-state local phone service area, serving
around 1.15 million customers.100 Furthermore,
the FCC’s National Broadband Plan (NBP)
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highlighted that inadequate back-up power
and communications backhaul redundancy
were key contributors to congestion or failure
of commercial wireless data networks, particularly during large-scale natural and man-made
disasters.101

infrastructure and protect communities from
the impacts of climate change. Telecom infrastructure was specifically addressed in the plan,
and faces challenges such as risks from flooding by oceanic storm surges and extreme heat
waves, which damage electronic equipment.105

Regarding the need for new technology and
systems to maintain high standards of reliability, the FCC states, “As the communications
infrastructure migrates from older technologies
to broadband technology, critical communications services will be carried over a communications network infrastructure that may or may
not be built to the high carrier grade standards
of legacy wireline systems. This potential for
differences in service reliability could be a major source of concern for critical sectors, such
as energy and public safety, and for consumers
in general.”102

A 2010 report commissioned by the U.K. Department for Environment, Food, and Rural Affairs looked at adaptations of the information
and communications technology industry to
impacts from climate change. Broad, long-term
climatic changes, such as higher temperature,
precipitation, and wind variation can affect
infrastructure on a large scale. They can, for
example, accelerate damage to equipment,
which raises maintenance and replacement
costs, and affect the reliability of networks. Extreme weather events such as hurricanes tend
to severely impact telecom infrastructure on a
local geographic scale. According to the report,
there is little evidence that major Telecom
providers are currently prepared to respond to
significant events.106

The above discussion highlights the potential
for systemic impacts affecting individuals and
the economy, as well as exposes risks that Telecom companies face in relation to the resilience
of their network infrastructure. Major network
disruptions are already impacting value in
the Telecom industry. For example, in 2012,
Verizon reported a fourth-quarter loss of $4.22
billion, or $1.48 per share. Damage caused
by Hurricane Sandy contributed to the loss,
costing the company seven cents per share.103
Although a majority of these costs were associated with the company’s wireline business, the
storm also exposed weaknesses in its wireless
infrastructure.104
In response to Hurricane Sandy, the City of
New York produced a plan to bolster the city’s
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Leading Telecom companies generally provide
disclosures in their 10-K filings highlighting the
risks associated with technology and network
disruptions. Level 3 Communications outlines
in its Form 10-K for FY 2012 the financial
exposure from such disruptions, for example,
saying “…we often provide our customers
with committed service levels. If we are unable
to meet these service level commitments, we
may be obligated to provide service credits or
other compensation to our customers. Because
we offer emergency notification services […],
any significant interruption or degradation in
those services could create legal and financial
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exposure.”107 NII Holdings reports in its Form
10-K for FY 2012 the potential impact of new
regulatory initiatives in this area, saying, “In
some of our markets, more stringent network
performance standards and reporting obligations have been adopted in order to ensure
quality of service during unforeseen disturbances, and we may be required to make significant
investments in our existing networks in order
to comply with these recently adopted network
performance standards.”108

Value Impact
Technology disruptions can lead to reputation
and brand damage, with long-term impact on
market share and revenue. They can also lead
to significant extraordinary expenses and contingent liabilities related to contractual liability
or claims for damages. In addition, technology
and system upgrades may be necessary to address the causes of disruptions, resulting in additional R&D expenses and capital expenditures.
As telecom services are becoming essential for
many personal and business activities, disruptions can have a systemic impact that could
endanger a company’s license to operate and
affect its risk profile and cost of capital. Given
the increasingly systemic impact of technology
disruptions on society, and the adoption of
new technologies and additional infrastructure
by Telecom companies, the probability and
magnitude of value impact on Telecom companies are likely to increase in the future.
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Competitive Behavior
The Telecom industry provides the classic
example of a network industry, where most of
the services provided exhibit strong network
effects, in which the value of the service rises
with the number of people using it. These
positive feedback effects are due to demandside economies of scale and can lead to a
market “tipping” towards a single company or
standard. A larger subscriber base allows companies to offer lower prices and gain higher
margins due to the scale economies. This, in
turn, allows carriers to invest in upgrading infrastructure to deliver better services. However,
this could come at the expense of competition
in the industry, as new entrants find it difficult
to build their subscriber base. Large-scale infrastructure requirements for both wireless and
wireline telecom also create barriers to entry,
contributing further to natural monopolies.109
Despite efforts in different countries to promote competition in telecom markets – such as
breaking up incumbent players that are natural
monopolies to limit their market share and
de-regulating the competitive portions of the
market – often telecom markets continue to be
dominated by a few large players. In the U.S.,
while Telecom companies face competition
from cable companies and the level of competition is healthier in the wireless segment, industry concentration is still fairly high. The two
leading companies, AT&T and Verizon, together accounted for around 73 percent of wireline
revenue and 55 percent of wireless revenue in
the Telecom industry in North America in 2012
(see Industry Summary).
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High industry concentration in different countries has been the result of merger and acquisition (M&A) activity, in order to acquire more
subscribers and spectrum licenses. For example, in May 2013, T-Mobile USA, up until then
the fourth-ranked carrier in the U.S., acquired
Metro PCS. In Europe, Telefonica is currently
bidding for KPN’s mobile subsidiary in Germany.110 Other reasons for continued high rates
of industry concentration include large capital
requirements, first-to-market advantages held
by incumbent players, different regulatory approvals needed to operate in different states,
spectrum scarcity, and the ability of large integrated players to offer bundled services, which
add to their economies of scale.111
The highly concentrated nature of the industry
has led to concern on the part of consumer advocates over issues such as pricing, contracts,
device locking, and network neutrality. “Net
neutrality” concerns arise due to the network
effects enjoyed by dominant players. Control
over telecom networks can provide Telecom
companies with unfair advantage over competitors in the delivery of Internet and other
content over the network. Telecom companies
are under increasing pressure to ensure net
neutrality, where all data on the Internet is
treated equally, in terms of performance and
access. There are also concerns over charging
higher fees for other companies to access the
networks of dominant players and concentration of ownership of the electromagnetic
spectrum.112 Spectrum has become a valuable commodity for the Telecom industry, and
companies are aggressively trying to acquire
spectrum, beyond auctions. While this is critical
to companies’ growth, it has important implications for the level of competition in the industry.
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Telecom companies therefore face heightened
regulatory risks from anti-trust regulation and
regulatory changes aimed at fostering competition and universal service, as technology
advances. These have the potential to impact
market share and profitability, particularly for
dominant players.
The concept of universal service, originating in
the context of natural monopolies, is a central tenet of the Telecommunications Act of
1996, and it is evolving as technology evolves.
The Act and subsequent actions by the FCC
emphasize access to new communications
technology such as high-speed Internet for all
consumers at just, reasonable, and affordable
rates. Universal service principles within the Act
are specifically focused on rural and insular areas and low-income consumers. The FCC uses
contributions from Telecom carriers including
wireline, wireless, and VoIP providers, based
on their end-user revenues, to implement the
provisions of the 1996 Act.113
Given the continued focus of regulations on
facilitating competition, in order to protect
shareholder value, Telecom companies must
balance the need to expand market share and
generate revenues in an increasingly competitive market with the need to ensure that they
do not engage in unfair practices to restrict
competition by utilizing their network advantages. In addition, companies that are able to
develop unique products and pricing structures
and ensure high quality of service for rural
and insular areas, will be able to expand their
subscriber base while maintaining their license
to operate.
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Evidence
The industry faces ongoing legislative and
regulatory actions aimed at ensuring competition, which could limit the market share and
growth potential of some larger players.
M&A activity by dominant market players
has come under regulatory scrutiny. This has
resulted in companies abandoning plans to
consolidate, affecting their share prices. For example, the U.S. Department of Justice sued to
block AT&T’s $39 billion takeover of T-Mobile.
AT&T acknowledged that it was unlikely to
overcome significant opposition when it ended
its bid in December 2011.114 In late 2013,
Sprint, the third-largest U.S. carrier, announced
that it was considering a merger with T-Mobile
in order to better compete with Verizon and
AT&T. The companies’ share prices rose on
the news. However, reports that the FCC and
U.S. Department of Justice would not support
the deal led to the companies’ share prices
declining in the ensuing weeks. Sprint shares
declined 27 percent since late December 2013,
following a peak of $10.79 on expectations of
the merger.115

their mobile devices once they have fulfilled an
initial contract. This would provide customers
with the opportunity to use devices purchased
through one carrier on another network,
thereby reversing the 2012 ruling by the Copyright Office of the Library of Congress that
made it illegal for consumers to unlock their
cellphones.117 In February 2014, the U.S. House
of Representatives approved a bill allowing
individual mobile phone customers to unlock
devices, while preventing bulk unlocking of
phones for resale purposes.118
Cost and limited availability of spectrum can
be considerable barriers to entry for wireless
telecom providers. Companies spent more than
$19 billion in a 2008 auction of 700 MHz spectrum. AT&T and Verizon both obtained major
portions of the spectrum.119 In April 2013, the

In 2009, the FCC began an investigation to
probe the level of competition in the wireless
sector following concerns over the vertical relationships between upstream and downstream
market players such as AT&T and Apple. Such
inquiries could portend future regulations limiting practices such as the exclusive relationship
between AT&T services and iPhone sales.116

Justice Department indicated that it would
support limits on the amount of spectrum a
single wireless company could hold. Intended
to promote competition, related action could
prevent both AT&T and Verizon from bidding
on certain airwaves during auctions.120 The
FCC’s Chairman recently indicated that the
two companies’ participation in a mid-2015
spectrum auction for highly sought-after lowerfrequency 600 MHz spectrum may be limited.
It is estimated that AT&T and Verizon already
own 75 percent of lower spectrum frequencies.121 While the FCC already enforces rules
preventing spectrum aggregation, these limits
are applied on a case-by-case basis, usually in
the context of company M&A activity.122

Efforts to enhance industry competition and
consumer protection were also illustrated in
March 2013 when the Obama Administration
and the FCC indicated that Congress should
act to allow wireless customers to ‘unlock’

The FCC is also continuing to focus on ensuring universal service. For example, high intercarrier fees for calls routed by long-distance
and wireless providers to local phone companies have led to poor call quality in rural areas.
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In response, the FCC implemented new rules
to strengthen reasonable and non-discriminatory service to rural areas.123 In April 2012, the
FCC requested comments on a proposal to
tax broadband Internet service. Similar to fees
currently attached to both landline and cellular
telephone bills, the revenue would be used
to support universal access, by contributing
to the newly created Connect America Fund,
which aims to subsidize the construction of
high-speed Internet networks to the 19 million
Americans who currently lack access.124
The changing dynamics of technology and
communications markets, in particular the
rapid expansion of the Internet, pose further
challenges to the industry in terms of competitive behavior. Telecom companies maintain
costly infrastructure to enable communications
services and make continuous improvement
to enable access to an increasing number of
products and services over telecom networks,
including Internet and mobile media. Consequently, some Telecom companies are seeking ways to share the cost of maintaining the
infrastructure with Internet content providers,
who use telecom networks to deliver their
services.125
At the same time, Telecom companies could
face regulations to ensure net neutrality,
restricting their ability to recover costs and
potentially limiting market share. In 2010, the
FCC approved the Open Internet Order, a set
of regulations that incorporates significant elements of net neutrality. The Order requires that
wireline broadband providers, and to a lesser
extent, wireless providers, follow specific rules
regarding transparency, blocking, and unrea-
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sonable discrimination. Wireline and wireless
broadband providers must disclose network
management practices, performance characteristics, and terms and conditions of service.
Furthermore, fixed broadband providers are
prohibited from blocking lawful content or
discriminating in transmitting lawful network
traffic. While the D.C. Circuit Court of Appeals
struck down the existing net neutrality rules in
January 2014, the FCC announced in February
2014 that it will develop a new net neutrality framework, the agency’s third attempt to
regulate Internet access by Internet service
providers.126,127

Value Impact
Telecom companies can face extraordinary expenses and contingent liabilities from adverse
legal or regulatory rulings related to anti-trust.
Rulings related to anti-trust and M&A activity
may also affect a company’s market share and
pricing power if its dominant position in key
markets is challenged, with significant impact
on revenue. Strong reliance on market dominance can also be a source of risk if companies
are vulnerable to legal challenges, increasing
their risk profile and cost of capital.

SASB INDUSTRY WATCH LIST
The following section provides a brief description of sustainability issues that did not meet
SASB’s materiality threshold at present, but
could present a material issue in the future.
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Delivering Sustainability Solutions
for Customers
As companies in the industry face competition
in wireline services from cable providers, and
look to expand their wireless and data services
to increase revenues, sustainability-related
communications solutions for customers
could become important drivers of long-term
value creation.
Business and retail customers of Telecom companies face growing environmental and social
challenges, including those related to energy
and environmental resource management,
sustainable supply chains, and the quality and
affordability of healthcare, financial services,
and education, depending on the customers
being served. By developing new technologies
such as M-to-M communication, leveraging
their networks, and creating innovative services
and business models, Telecom companies could
enable customers to address their sustainability
concerns, while driving increasing data use on
wireless networks. This has the potential to
enhance shareholder value, by increasing revenue through new market opportunities and
improved market share, although the materiality of financial impact on Telecom companies is
unclear as yet.
Telecom companies are increasingly engaging
in smart grid technology, building management tools, and M-to-M technology to improve
energy efficiency. In addition, leading global
Telecom firms, particularly wireless providers,
are also innovating to tackle social challenges

© 2014 SASB™

in diverse areas such as agriculture, healthcare,
education, and finance, reaching more consumers and increasing usage of their services.
The Global e-Sustainability Initiative SMARTer
2020 report concluded that the information,
communication, and technology sector (including Telecom companies) could enable a 22
percent reduction in GHG emissions in the U.S.
by the year 2020, compared to current projections.128 Examples of how Telecom companies
are starting to live up to their transformational
change potential are already available. AT&T,
for example, is helping to modernize the
electric grid in the U.S. by enabling two-way
connectivity for 13 million smart meters as of
2011.129 Vodafone helped a waste management organization in the Netherlands monitor
its garbage bins remotely through M-to-M
technology; the outcome was an 18 percent
reduction in the organization’s annual carbon footprint and operating savings of EUR
92,000.130
In terms of social innovations, Telecom companies are offering services to individuals and
businesses to improve social outcomes, as well
as developing new business models for bottom-of-pyramid markets. In healthcare, for example, Deutsche Telekom (the parent company
of T-Mobile) and a medical equipment company teamed up to assist patients with home
diagnostics for chronic illnesses. The technology collects and transfers patient data so that
health providers can monitor a patient’s online
health diary. Vodafone has established partnerships with local NGOs in several countries to
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improve agricultural productivity and provide
access to insurance services to local producers.
Farmers in Turkey, for example, can sign up for
SMS alerts that provide weather forecasts, crop
prices, and tailored information based on crop
types and location. It is estimated that the program improved farmers’ productivity by around
EUR 100 million between 2011 and 2012.131

Mobile Phone Radiation
The human and environmental health impacts
of radiation from mobile phone devices and
network infrastructure continues to be the focus of significant debate and scientific inquiry.
In March 2013, the FCC announced that it
was seeking comment from other agencies
and health experts on its standards relating
to electromagnetic fields from cell phones.132
The agency last reviewed those standards in
1996. The outcome of this review and ongoing
scientific studies has the potential to present
significant costs for the industry in the form of
capital expenditures relating to existing infrastructure and future litigation.
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APPENDIX I: Five Representative Companies | TelecommunicationsVII

COMPANY NAME (TICKER SYMBOL)

AT&T, Inc. (T)
Verizon Communications, Inc. (VZ)
Nippon Telegraph & Telephone, Inc. ADR (NTT)
China Mobile, Ltd. ADR (CHL)
Telefonica S.A. ADR (TEF)

This list includes five companies representative of the Telecommunications industry and its activities. This includes only companies for which
the Telecommunications industry is the primary industry, companies that are U.S.-listed but are not primarily traded Over-the-Counter, and where
at least 20 percent of revenue is generated by activities in this industry, according to the latest information available on Bloomberg Professional
Services. Retrieved on 23 January 2014.

VII
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APPENDIX IIA:
Evidence for Material Sustainability Issues

EVIDENCE OF
FINANCIAL IMPACT

EVIDENCE OF INTEREST

HM
(1-100)

IWGs
%

Priority

EI

Revenue /
Cost

Asset/
Liabilities

FORWARD-LOOKING IMPACT

Cost of
Capital

EFI

Probability/
Magnitude

Externalities

FLI

•

Medium

•

•

Yes

Environmental
footprint of
operations

80

84

2

High

•

Data privacy

70

100

1t

High

•

•

•

High

•

•

Yes

Data security

N/A

100

1t

High

•

•

•

High

•

•

Yes

Product end-of-life
management

55

84

4

Medium

•

•

Low

•

•

Yes

Managing
systemic risks
from technology
disruptions

35

79

5

Medium

•

•

•

Medium

•

•

Yes

Competitive
behavior

75

89

3

High

•

•

•

Medium

No

HM: Heat Map, a score out of 100 indicating the relative importance of the issue among SASB’s initial list of 43 generic sustainability issues. The score is
based on the frequency of relevant keywords in documents (i.e., 10-Ks, shareholder resolutions, legal news, news articles, and corporate sustainability reports)
that are available on the Bloomberg terminal for the industry’s publicly listed companies.
IWGs: SASB Industry Working Groups
%: The percentage of IWG participants that found the issue to be material. (-) denotes that the issue was added after the IWG was convened.
Priority: Average ranking of the issue in terms of importance. One denotes the most material issue. N/A denotes that the issue was added after the
IWG was convened.
EI: Evidence of Interest, a subjective assessment based on quantitative and qualitative findings.
EFI: Evidence of Financial Impact, a subjective assessment based on quantitative and qualitative findings.
FLI: Forward Looking Impact, a subjective assessment on the presence of a material forward-looking impact.
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APPENDIX IIB:
Evidence of Financial Impact for Material Sustainability Issues

REVENUE & EXPENSES

Revenue

Operating Expenses

Market Share Pricing Power

COGS

Environmental
footprint of
operations

•

•

Data privacy

•

•

Data security

•

•

Product end-of-life
management

•

•

Managing
systemic risks
from technology
disruptions

•

Competitive
behavior

•

HIGH IM PAC T
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R&D

ASSETS & LIABILITIES
Non-operating
Expenses

CapEx

Extraordinary
Expenses

Assets

Tangible
Assets

RISK PROFILE

Liabilities

Intangible
Assets

Contingent
Liabilities &
Provisions

Pension
& Other
Liabilities

•

•

•

Cost of
Capital

Industry
Divestment
Risk

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

M E DIUM IM PAC T
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APPENDIX III: Sustainability Accounting Metrics | Telecommunications

UNIT OF
MEASURE

TOPIC

ACCOUNTING METRIC

CATEGORY

Environmental
Footprint of
Operations

Total energy consumed, percentage grid electricity,
percentage renewable energy; amount of energy
consumed by (a) cellular and (b) fixed networks

Quantitative

Gigajoules,
Percentage (%)

TC0301-01

Discussion of policies and practices relating to collection,
usage, and retention of customer information and
personally identifiable information

Discussion and
Analysis

n/a

TC0301-02

Percentage of users whose customer information
is collected for secondary purpose, percentage who
have opted-in

Quantitative

Percentage (%)

TC0301-03

Amount of legal and regulatory fines and settlements
associated with customer privacyVIII

Quantitative

U.S. dollars ($)

TC0301-04

Number of government or law enforcement requests for
customer information, percentage resulting in disclosure

Quantitative

Number,
percentage (%)

TC0301-05

Number of data security breaches and percentage

Quantitative

Number,
percentage (%)

TC0301-06

Discussion of management approach to identifying and
addressing data security risks

Discussion and
Analysis

n/a

TC0301-07

Materials recovered through take back programs,
percentage of recovered materials that are (a) reused, (b)
recycled, and (c) landfilled

Quantitative

Weight (tons),
percentage by
weight

TC0301-08

Average interruption frequency and average
interruption durationX

Quantitative

Disruptions
per customer,
Hours per
customer

TC0301-09

Description of systems to provide unimpeded service
during service interruptions

Discussion and
Analysis

n/a

TC0301-10

Amount of legal and regulatory fines and settlements
associated with anti-competitive practicesXI

Quantitative

U.S. dollars ($)

TC0301-11

Data Privacy

IX

involving customers’ personally identifiable information
Data Security

Product
End-of-Life
Management
Managing
Systemic
Risks from
Technology
Disruptions

Competitive
Behavior

CODE

Note to TC0301-04 – Disclosure shall include a description of fines and settlements and corrective actions implemented
in response to events.
IX
Note to TC0301-06 – Disclosure shall include a description of corrective actions implemented in response to data security
incidents or threats.
X
Note to TC0301-09 – Disclosure shall include a description of each significant performance issue or service disruption and
any corrective actions taken to prevent future disruptions
XI
Note to TC0301-11 – Disclosure shall include a description of fines and settlements and corrective actions implemented
in response to events.
VIII
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APPENDIX IV: Analysis of 10-K Disclosures | Telecommunications
The following graph demonstrates an aggregate assessment of how the top ten U.S. domiciled companies, by revenue, in the
Telecommunications industry are currently reporting on material sustainability issues in the Form 10-K.

DISCLOSURE ON MATERIAL SUSTAINABILITY ISSUES
Telecommunications

0%

10%

20% 30% 40% 50% 60% 70% 80% 90% 100%

Environmental footprint of operations

84%

Data privacy

100%

Data Security

100%

Product end-of-life management

84%

Managing systemic risks from technology disruptions

79%

Competitive behavior

89%
IWG Feedback*

N O DIS C L OS UR E

B OIL ER P LAT E

I N D U S T RY- S P EC I F I C

M ET R I C S

*Percentage of IWG participants that agreed issue was material

© 2014 SASB™

RESEARCH BRIEF | TELECOMMUNICATIONS

It is illegal to redistribute these materials. Please report any illegal distribution to info@sasb.org

31

References
Bari, A., and R. Litan, “Faster Broadband. Policies
and options for spurring expanded access to the next
generation of Internet speeds,” Bloomberg Government,
Bloomberg, 6 March 2013.

1

Data from Bloomberg Professional service accessed on
13 February 2014 using ICS <GO> command. The data
represents global revenue numbers of companies listed
on global exchanges and traded over the counter, in
the Telecommunications industry, using Level 2 of the
Bloomberg Industry Classification System.

2

“Industry Overview,” Investor Relations, Company Info,
Company Profile, Verizon. Web <http://www.verizon.com/
investor/industryoverview.htm> Accessed on 25 March
2014.

3

“ITU World Telecommunication/ICT Indicators database,
aggregate data,” International Telecommunication Union.
Web <http://www.itu.int/en/ITU-D/Statistics/Pages/stat/
default.aspx>

4

Based on data obtained from Bloomberg Professional
service using the FA <GO> and DES <GO> commands for
each company ticker. Accessed on 26 March 2014.

5

Gordon, S., “No winners in Europe’s fragmenting
telecoms market,” Financial Times, 25 March 2014: Web
<http://www.ft.com/cms/s/0/3c2b1b24-b41f-11e3-a09a00144feabdc0.html#axzz2x7Uf3AZ5>

6

“China Mobile Profit Hit by Competition, 4G Costs,”
ABC News, 20 March 2014: Web <http://abcnews.go.com/
Technology/wireStory/china-mobile-profit-hit-competition4g-costs-22980848>

7

Based on data for 2012 obtained from the “Data Library,
Market Share” tab on Bloomberg Professional service using
the BI TELCN <GO> command. Accessed on 26 March
2014.

Based on data for 2012 obtained from the “Data Library,
Industry” tab on Bloomberg Professional service using the
BI TELCN <GO> command. Accessed on 26 March 2014.

14

“Wireless Substitution Early Release of Estimates From
the National Health Interview Survey,” Center for Disease
Control, July–December 2011: Web <http://www.cdc.gov/
nchs/data/nhis/earlyrelease/wireless201206.pdf>

15

“Bloomberg Industries, Industry Primer, Overview,”
Bloomberg Professional service. Accessed on 26 March
2014 using BI TELCN <GO> command.

16

Referenced in Bloomberg Industries’ analysis of
Infrastructure Software industry drivers, accessed using the
BI ISFTG <GO> command. Accessed on 20 February 2013.

17

Doyle, J., M. Henderickson, and J. Makower, “Sensors,
Buildings, and the Coming Internet of Things,” Webinar
presentation by GreenBiz.com, 26 March 2013.

18

“Industry Overview,” Investor Relations, Company Info,
Company Profile, Verizon. Web <http://www.verizon.com/
investor/industryoverview.htm> Accessed on 25 March
2014.

19

“GeSI SMARTer 2020: The Role of ICT in Driving a
Sustainable Future,” Global e-Sustainability Initiative and
The Boston Consulting Group, December 2012. Page 24.

20

Boyland, K., “IBISWorld Industry Report 51332 Wireless
Telecommunications Carriers in the US,” IBISWorld,
December 2012, and Boyland, K., “IBISWorld Industry
Report 51711c Wired Telecommunications Carriers in the
US,” IBISWorld, November 2012.

21

22

8

“A Brief History: The Bell System,” AT&T. Web <http://
www.corp.att.com/history/history3.html>

9

Butler, J., Telecom Carriers Team, “Verizon, AT&T Grip on
U.S. Wireless Market Shows Scale Matters,” and “Smaller
Wireless Carriers Upgrade in Shadow of AT&T, Verizon,”
Bloomberg Industries, Bloomberg Professional service,
2013.

10

“Competition From Telecom companies is increasing,”
Bloomberg Industries, Bloomberg Professional Service,
2013.

11

Data based on Bloomberg Industry Classification System
from Bloomberg Professional service, accessed on 26
March 2014.

12

“Industry Overview, Chapter 3,” Investor Relations,
Company Info, Company Profile, Verizon. Web <http://
www.verizon.com/investor/industryoverview.htm>
Accessed on 25 March 2014.

13

© 2014 SASB™

Ibid.

Ratios obtained from Bloomberg Professional service for
FY 2012, on 26 March 2014.

23

Boyland, K., “IBISWorld Industry Report 51332 Wireless
Telecommunications Carriers in the US,” IBISWorld,
December 2012. Page 23.

24

Ratios obtained from Bloomberg Professional service for
FY 2012, on 26 March 2014.

25

“Telecom Act Rewrite is Needed to Return Real
Competition to Broadband Sector,” Bloomberg Law,
Bloomberg, 2012.

26

“The Telecommunications Act of 1996,” National
Telecommunications and Information Administration, 4
February 1999: Web <http://www.ntia.doc.gov/legacy/
otiahome/top/publicationmedia/newsltr/telcom_act.htm>
Accessed 13 March 2014.

27

Boyland, K., “IBISWorld Industry Report 51711c Wired
Telecommunications Carriers in the US,” IBISWorld,
November 2012.

28

RESEARCH BRIEF | TELECOMMUNICATIONS

It is illegal to redistribute these materials. Please report any illegal distribution to info@sasb.org

32

References (Cont.)
“Spectrum Topics,” Federal Communications
Commission. Web <http://www.fcc.gov/spectrum>
Accessed 13 March 2014.

Huergo, J., “NIST Releases Preliminary Cybersecurity
Framework, Will Seek Comments,” National Institute of
Standards and Technology, 22 October 22 2013: Web
<http://www.nist.gov/itl/cybersecurity-102213.cfm>

29

41

“Incentive Auctions,” Federal Communications
Commission. Web <http://www.fcc.gov/incentiveauctions>
Accessed March 13 2014.

42

30

Boyland, K., “IBISWorld Industry Report 51332 Wireless
Telecommunications Carriers in the US,” IBISWorld,
December 2012.

31

“The Telecommunications Act of 1996,” National
Telecommunications and Information Administration, 4
February 1999: Web <http://www.ntia.doc.gov/legacy/
otiahome/top/publicationmedia/newsltr/telcom_act.htm>

32

Form 10-K for the fiscal year ended 31 December 2012,
Item 1. Business, AT&T Inc. Web <http://www.sec.gov/
Archives/edgar/data/732717/000073271713000017/
ye12_10k.htm>

33

Downes, L., “The Madness of Regulating VoIP as a Public
Utility,” Forbes, 10 September 2012: Web <http://www.
forbes.com/sites/larrydownes/2012/09/10/the-madnessof-regulating-voip-as-a-public-utility/> Accessed 13 March
2014.

34

“Voice Over IP,” Cisco Systems, Inc. Web <http://www.
cisco.com/web/about/gov/issues/voice_over_ip.html>
Accessed 13 March 2014.

35

“Protecting your Telephone Calling Records,” Federal
Communications Commission. Web <http://www.fcc.gov/
guides/protecting-your-telephone-calling-records>

36

Bodoni, S., “EU Panel Backs Fines up to $137 Million in
Privacy Law,” Bloomberg, 21 October 2013: Web <http://
www.bloomberg.com/news/2013-10-21/eu-panel-backsfines-up-to-137-million-in-privacy-law.html> Accessed
January 31, 2014.

37

Timberg, C., and Adam Goldman, “U.S. to allow
companies to disclose more details on government
requests for data,” Washington Post, 27 January
2014: Web <http://www.washingtonpost.com/
business/technology/us-to-allow-companies-todisclose-more-details-on-government-requestsfor-data/2014/01/27/3cc96226-8796-11e3-a5bd844629433ba3_story.html>

38

“State Security Breach Notification Laws,” National
Conference of State Legislatures, 21 January 2014: Web
<http://www.ncsl.org/research/telecommunications-andinformation-technology/security-breach-notification-laws.
aspx>

39

Bari, A., “Cyber Threats, The president’s executive
order outlines the blueprint for cybersecurity regulation,”
Bloomberg Government, 11 March 2013.

40

© 2014 SASB™

“Framework for Improving Critical Infrastructure
Cybersecurity, Version 1.0,” National Institute of Standards
and Technology, 12 February 2014: Web <http://www.
nist.gov/cyberframework/upload/cybersecurity-framework021214-final.pdf>
“Information and Communication Technology Portfolio:
Improving Energy Efficiency and Productivity in America’s
Telecommunications Systems and Data Centers,” U.S.
Department of Energy, March 2011: Web <http://www1.
eere.energy.gov/manufacturing/pdfs/ict_brochure.pdf>

43

“Energy Management,” AT&T. Web <http://about.att.
com/content/dam/csr/MaterialityAssesmentPDFS/energy_
management.pdf> Accessed 11 February 2014.

44

“Company Information, Energy Efficiency Efforts 20072011, Promoting Energy Efficiency,” Sprint. Web <http://
www.sprint.com/responsibility/ouroperations/climate_
change/energy-efficiency.html>

45

“GeSI SMARTer 2020: The Role of ICT in Driving a
Sustainable Future,” Global e-Sustainability Initiative and
The Boston Consulting Group, December 2012.

46

Boyland, K., “IBISWorld Industry Report 51711c Wired
Telecommunications Carriers in the US,” IBISWorld,
November 2012.

47

Electricity Data Brower, Average Retail Price of
Electricity: United States: Commercial: Annual, U.S. Energy
Information Administration. Web <http://www.eia.gov/
electricity/data/browser>

48

Electricity: End-use prices: Commercial (nominal
cents per kilowatthour), Electricity Supply, Disposition,
Prices, and Emissions, Annual Energy Outlook 2013,
U.S. Energy Information Administration. Web <http://
www.eia.gov/oiaf/aeo/tablebrowser/#release=AEO201
3&subject=3-AEO2013&table=8-AEO2013&region=00&cases=co2fee10-d021413a,co2fee10hrd021413a,ref2013-d102312a>

49

Randall, T., “Enlightened Power: New Eco Warriors
Are Really Well Armed,” Bloomberg, 29 January 2014:
Web <http://www.bloomberg.com/news/2014-01-29/
enlightened-power-new-eco-warriors-are-really-wellarmed.html>

50

“Company Information, Energy Efficiency Efforts 20072011, Promoting Energy Efficiency,” Sprint. Web <http://
www.sprint.com/responsibility/ouroperations/climate_
change/energy-efficiency.html>

51

RESEARCH BRIEF | TELECOMMUNICATIONS

It is illegal to redistribute these materials. Please report any illegal distribution to info@sasb.org

33

References (Cont.)
“Energy Management,” AT&T. Web <http://about.att.
com/content/dam/csr/MaterialityAssesmentPDFS/energy_
management.pdf> Accessed 11 February 2014.

52

“Progress on Carbon Intensity Goals,” Verizon. Web
<http://responsibility.verizon.com/sustainability/2012>
Accessed 11 February 2014.

53

54

Ibid.

“Telecom Industry to Shift More Capital to Energy
Efficiency,” Environmental Leader, 15 May 2012: Web
<http://www.environmentalleader.com/2012/05/15/
telecom-industry-to-shift-more-capital-to-energyefficiency/> Accessed 7 February 2014.

55

56

Form 10-K for fiscal year 2012, CenturyLink.

“Energy Management,” AT&T, 2013: Web <http://
about.att.com/content/dam/csr/MaterialityAssesmentPDFS/
energy_management.pdf> Accessed 11 February 2014.

57

Troianovski, A., “Phone Firms Sell Data on Customers,”
The Wall Street Journal, 21 May 2013: Web <http://online.
wsj.com/news/articles/SB10001424127887323463704578
497153556847658>

58

59

Ibid.

Gorman, S., E. Perez, and J. Hook, “U.S. Collects Vast
Data Trove,” The Wall Street Journal, 7 June 2013: Web
<http://online.wsj.com/news/articles/SB10001424127
887324299104578529112289298922?mg=reno64wsj&url=http%3A%2F%2Fonline.wsj.com%2Farticle%2
FSB10001424127887324299104578529112289298922.
html>

60

Heitmann, J., “AT&T Settles Multiple Privacy
Investigations for $200,000,” Telecom Law Monitor,
Kelley, Drye & Warren LLP, 30 November 2010: Web
<http://www.telecomlawmonitor.com/2010/11/articles/
enforcement/att-settles-multiple-privacy-investigationsfor-200000/>

61

Augustino, S., “Verizon Settles FCC Privacy Investigation
for $90,000,” Telecom Law Monitor, Kelley, Drye & Warren
LLP, 28 June 2010: Web <http://www.telecomlawmonitor.
com/2010/06/articles/enforcement/verizon-settles-fccprivacy-investigation-for-90000/>

62

63

Form 10-K for fiscal year 2012, MetroPCS, Inc.

“FCC Votes to Apply Privacy Rules To Data Collected
on Wireless Devices,” Bloomberg BNA, 1 July 2013: Web
<http://www.bna.com/fcc-votes-apply-n17179874845/>

64

Feldman, P. J., “FCC Ruling: CPNI Protections Extend
to Some (But Not All) Data Stored on Mobile Devices,”
CommLawBlog, 1 July 2013: Web <http://www.
commlawblog.com/2013/07/articles/cellular/fcc-ruling-cpniprotections-extend-to-some-but-not-all-data-stored-onmobile-devices> Accessed 12 February 2014.

65

© 2014 SASB™

Kirchgaessner, S., “Telecommunications industry lobbies
to relax privacy rules,” The Financial Times, 18 August
2013: Web <http://www.ft.com/intl/cms/s/0/f871e79205b3-11e3-8ed5-00144feab7de.html#axzz2t9a1mAx8>
Accessed 12 February 2014.

66

Bodoni, S., “EU Panel Backs Fines up to $137 Million in
Privacy Law,” Bloomberg, 21 October 2013: Web <http://
www.bloomberg.com/news/2013-10-21/eu-panel-backsfines-up-to-137-million-in-privacy-law.html> Accessed 31
January 2014.

67

Bodoni, S., “Privacy Law May Get Kiss of Life as EU’s
Justice Chief Sees Deal,” Bloomberg, 27 January 2014:
Web <http://www.bloomberg.com/news/2014-01-27/
privacy-law-may-get-kiss-of-life-as-eu-s-justice-chief-seesdeal.html> Accessed 24 February 2014.

68

Kharif, O., and S. Moritz, “Carriers Sell Users Tracking
Data in $5.5 Billion Market,” Bloomberg, 6 June 2013:
Web <http://www.bloomberg.com/news/2013-06-06/
carriers-sell-users-tracking-data-in-5-5-billion-market.html>
Accessed 12 February 2014.

69

“Location-based Services: An Overview of Opportunities
and Other Considerations,” Federal Communications
Commission. Pages 18-19: Web <http://www.fcc.gov/
document/location-based-services-report>

70

“Location-based Services: An Overview of Opportunities
and Other Considerations,” Federal Communications
Commission. Page 23: Web <http://www.fcc.gov/
document/location-based-services-report

71

Troianovski, A., “Phone Firms Sell Data on Customers,”
The Wall Street Journal, 21 May 2013: Web <http://online.
wsj.com/news/articles/SB10001424127887323463704578
497153556847658>

72

“Verizon Transparency Report,” Verizon. Web <http://
transparency.verizon.com/us-data> Accessed 12 February
2014.

73

“Framework for Improving Critical Infrastructure
Cybersecurity, Version 1.0,” National Institute of Standards
and Technology, 12 February 2014: Web < http://www.
nist.gov/cyberframework/upload/cybersecurity-framework021214-final.pdf>

74

“2013 Cost of Cyber Crime Study,” Ponemon
Institute, 2013: Web <http://media.scmagazine.com/
documents/54/2013_us_ccc_report_final_6-1_13455.pdf>

75

“2013 Cost of Cyber Crime Study,” Ponemon
Institute, 2013: Web <http://media.scmagazine.com/
documents/54/2013_us_ccc_report_final_6-1_13455.pdf>

76

“2013 Threat Report,” Mandiant. Web: <https://www.
mandiant.com/resources/m-trends/>

77

RESEARCH BRIEF | TELECOMMUNICATIONS

It is illegal to redistribute these materials. Please report any illegal distribution to info@sasb.org

34

References (Cont.)
“The Cost of Cyber Crime,” Office of Cyber Security and
Information in the Cabinet Office, 2011: Web <https://
www.gov.uk/government/uploads/system/uploads/
attachment_data/file/60943/the-cost-of-cyber-crime-fullreport.pdf>

78

Smith, G., “AT&T Investigates Attempt By Hackers
to Steal Customer Accounts,” The Huffington Post, 22
November 2011: Web <http://www.huffingtonpost.
com/2011/11/22/att-investigates-attempt-_n_1107449.
html>

79

Westervelt, R., “Verizon Data Breach Report Finds
Employees At Core Of Most Attacks,” CRN, 22 April 2013:
Web <http://www.crn.com/news/security/240153344/
verizon-data-breach-report-finds-employees-at-core-ofmost-attacks.htm> Accessed 24 February 2014.

80

Strohm, C., “Cyberattacks Abound Yet Companies
Tell SEC Losses are Few,” Bloomberg, 3 April 2013:
Web <http://www.bloomberg.com/news/2013-04-04/
cyberattacks-abound-yet-companies-tell-sec-losses-are-few.
html> Accessed on 21 April 2013.

81

82

Form 10-K for fiscal year 2012, Verizon.

83

Form 10-K for fiscal year 2012, MetroPCS.

“Electronics Waste Management in the United States
Through 2009,” U.S. Environmental Protection Agency,
Office of Resource Conservation and Recovery, May
2011, Page 14: Web <http://www.epa.gov/osw/conserve/
materials/ecycling/docs/fullbaselinereport2011.pdf>

84

Shu, C., “Global Smartphone Shipments Top 1 Billion
For The First Time Thanks To Cheap Android Devices,
Says IDC,” Techcrunch.com, 27 January 2014: Web
<http://techcrunch.com/2014/01/27/global-smartphoneshipments-top-1-billion-for-the-first-time-thanks-to-cheapandroid-devices-says-idc>

85

“Facts and Figures on E-Waste and Recycling,”
Electronics Takeback Coalition, 25 September 2013: Web
<http://www.electronicstakeback.com/wp-content/uploads/
Facts_and_Figures_on_EWaste_and_Recycling.pdf>
Accessed 11 February 2014.

86

87

“Laws,” National Center for Electronics Recycling, 2014.

“Cell Phone Mandatory/Voluntary Take-Back Programs,”
NYC Department of Sanitation. Web <http://www.nyc.gov/
html/nycwasteless/html/stuff/takeback_cellphones.shtml>

88

“Brief Comparison of State Laws on Electronics
Recycling,” Electronics Take Back Coalition, 19 September
2013: Web <http://www.electronicstakeback.com/wpcontent/uploads/Compare_state_laws_chart.pdf>

Sabour, A., “E-waste: Refuse Telecoms should Reuse,”
Sustainalytics, 2009. Web <http://www.sustainalytics.com/
sites/default/files/ewaste_Sustainalytics.pdf>

90

“Company Information, Our Operations,” Sprint. Web
<http://www.sprint.com/responsibility/ouroperations/index.
html?ID12=MA:MS:20120206:GRN:OS_viewmoreefforts>

91

“2012 Performance Scorecard,” Sprint. Web <http://
www.sprint.com/responsibility/ouroperations/docs/
sustainabilityScorecard.pdf>

92

“Corporate Responsibility, Sprint Re:cycle, Introduction,”
Sprint. Web <http://www.sprint.com/responsibility/
communities_across/index.html>

93

“Corporate Responsibility, Sprint Re:cycle, Results,”
Sprint. Web <http://www.sprint.com/responsibility/
communities_across/results.html>

94

“Corporate Responsibility, Sprint Re:cycle,” Sprint. Web
<http://www.sprint.com/responsibility/communities_across/
results.html>

95

“Cell Phone Recycling,” AT&T. Web <http://about.att.
com/content/dam/csr/MaterialityAssesmentPDFS/cell_
phone_recycling.pdf>

96

“Sustainability Report 2012/13,” Vodafone Group
Plc. Web <http://www.vodafone.com/content/
dam/sustainability/pdfs/vodafone_sustainability_
report_2012_13.pdf>

97

Turetsky, D., “Toward More Resilient Communications
Networks,” Federal Communications Commission, 28
October 2013: Web <http://www.fcc.gov/blog/towardmore-resilient-communications-networks>

98

99

Ibid.

“FCC Adopts Outage Reporting Rule for Interconnected
VoIP Services,” Federal Communications Commission,
21 February 2012: Web <http://www.fcc.gov/document/
fcc-adopts-outage-reporting-rule-interconnected-voipservices>

100

“Reliability and Continuity of Communications
Networks, Including Broadband Technologies,” Federal
Communications Commission, 2011: Web <http://
www.fcc.gov/document/reliability-and-continuitycommunications-networks-including-broadbandtechnologies>

101

102

89

© 2014 SASB™

Ibid.

Chen, B., “Storm and Pension Costs Leave Verizon
With Bigger Quarterly Loss,” The New York Times, 22
January 2013: Web <http://www.nytimes.com/2013/01/23/
technology/storm-and-pension-costs-leave-verizon-withbigger-loss.html?_r=0>

103

RESEARCH BRIEF | TELECOMMUNICATIONS

It is illegal to redistribute these materials. Please report any illegal distribution to info@sasb.org

35

References (Cont.)
Kossov, I., “Schumer: Sandy Exposed Cellphone
Weakness,” Newsday, 18 November 2012: Web <http://
www.newsday.com/elections/schumer-sandy-exposedcellphone-weakness-1.4235053>

104

“A Stronger, More Resilient New York,” PlaNYC, The
City of New York, June 2013. Page 161.

105

Horrocks, L. et al, “Adapting the ICT Sector to the
Impacts of Climate Change Final Report,” AEA group,
August 2010. Page 5: Web <http://archive.defra.gov.uk/
environment/climate/documents/infrastructure-aea-full.
pdf>

106

Form 10-K for fiscal year 2012, Level 3
Communications.

107

108

Form 10-K for fiscal year 2012, NII Holdings.

Boyland, K., “IBISWorld Industry Report 51332 Wireless
Telecommunications Carriers in the US,” IBISWorld,
December 2012, and Boyland, K., “IBISWorld Industry
Report 51711c Wired Telecommunications Carriers in the
US,” IBISWorld, November 2012.

109

Gordon, S., “No winners in Europe’s fragmenting
telecoms market,” Financial Times, 25 March 2014: Web
<http://www.ft.com/cms/s/0/3c2b1b24-b41f-11e3-a09a00144feabdc0.html#axzz2x7Uf3AZ5>

110

Boyland, K., “IBISWorld Industry Report 51332 Wireless
Telecommunications Carriers in the US,” IBISWorld,
December 2012, and Boyland, K., “IBISWorld Industry
Report 51711c Wired Telecommunications Carriers in the
US,” IBISWorld, November 2012.

111

Sharma, A., “Telecoms Face Antitrust Threat,” The Wall
Street Journal, 7 July 2009: Web <http://online.wsj.com/
article/SB124689740762401297.html>

112

“Universal Service,” Federal Communications
Commission. Web <http://www.fcc.gov/encyclopedia/
universal-service>

113

De La Merced, “AT&T Ends $39 Billion Bid for
T-Mobile,” The New York Times, 19 December 2011: Web
<http://dealbook.nytimes.com/2011/12/19/att-withdraws39-bid-for-t-mobile/>

114

Carew, S., and N. Leske, “Sprint, T-Mobile shares
fall on dwindling hopes for merger,” Thompson
Reuters, 6 February 2014: Web <http://www.
reuters.com/article/2014/02/06/us-tmobile-sprintidUSBREA1523S20140206> Accessed 21 February 2014.

115

© 2014 SASB™

Boyland, K., “IBISWorld Industry Report 51332 Wireless
Telecommunications Carriers in the US,” IBISWorld,
December 2012.

116

Wyatt, E., “F.C.C Backs Consumers in Unlocking of
Cellphones,” The New York Times, 4 March 2013: Web
<http://www.nytimes.com/2013/03/05/technology/fccurges-a-right-to-unlock-cellphones.html>

117

Musil, S., “House passes bill that would allow cell phone
unlocking,” cnet.com, 25 February 2014: Web <http://
www.cnet.com/news/house-passes-bill-that-would-allowcell-phone-unlocking/>

118

Boyland, K., “IBISWorld Industry Report 51332 Wireless
Telecommunications Carriers in the US,” IBISWorld,
December 2012.

119

Wyatt, E., “Justice Department Backs Limits on Wireless
Companies,” The New York Times, 16 April 2013: Web
<http://www.nytimes.com/2013/04/17/technology/
antitrust-chief-supports-limits-on-wireless-companies.html>

120

Butler, J., “FCC Delay of 600-MHz Spectrum Auction
Buys Time to Set Rules,” and “FCC Chair May Support
Limitations on AT&T, Verizon Spectrum Bids,” Bloomberg
Industries, Bloomberg Professional service, 2013.

121

Wyatt, E., “A Dispute Over Restrictions in a U.S. Auction
of Airwaves,” The New York Times, 3 June 2013: Web
<http://www.nytimes.com/2013/06/04/business/media/fccspectrum-auction-brings-fight-over-rules.html?_r=2&>

122

“Rural Call Completion: Problems with Long Distance or
Wireless Calling to Rural Area,” Federal Communications
Commission. Web <http://www.fcc.gov/encyclopedia/
problems-long-distance-or-wireless-calling-ruralareas#XX6>

123

Sasso, B., “FCC Eyes Tax on Internet Service,” The
Hill, 26 September 2012: Web <http://thehill.com/blogs/
hillicon-valley/technology/245479-fcc-eyes-tax-on-internetservice>

124

Mohammed, A., “Verizon Executive Calls for End to
Google’s ‘Free Lunch’,” The Washington Post, February
2007.

125

Wyatt, E., “Industry and Congress Await the F.C.C.
Chairman’s Next Moves on Internet Rules,” The New
York Times, 9 February 2014: Web <http://www.nytimes.
com/2014/02/10/business/economy/industry-and-congressawait-the-fcc-chairmans-next-moves-on-internet-rules.
html?hpw&rref=business&_r=0> Accessed 13 February
2014.

126

RESEARCH BRIEF | TELECOMMUNICATIONS

It is illegal to redistribute these materials. Please report any illegal distribution to info@sasb.org

36

References (Cont.)
Nagesh, G., “FCC Plans to Issue New ‘Net Neutrality’
Rules – Update,” The Wall Street Journal, 19 February
2014.

127

“GeSI SMARTer 2020: The Role of ICT in Driving a
Sustainable Future,” Global e-Sustainability Initiative,
December 2012: Web <http://gesi.org/assets/js/lib/
tinymce/jscripts/tiny_mce/plugins/ajaxfilemanager/
uploaded/SMARTer%202020%20-%20The%20Role%20
of%20ICT%20in%20Driving%20a%20Sustainable%20
Future%20-%20December%202012.pdf>

128

“Smarter Energy: AT&T And Digi Team Up To Help
Utilities Give Power To The People,” AT&T, 17 August
2011: Web <http://www.att.com/gen/press-room?pid=
20682&cdvn=news&newsarticleid=32441&mapcode=>
Accessed 13 February 2014.

129

Puri, N., “MWC 2013: New Buzzword is M2M,” ZDNet,
1 March 2013: Web <http://www.zdnet.com/mwc-2013new-buzzword-is-m2m-7000011954/>

130

“Sustainability 2012 Summary Report,” Vodafone
Group Plc, 2012: Web <http://www.vodafone.
com/content/dam/vodafone/about/sustainability/
reports/2011_12/vodafone_sustainability_report.pdf>

131

“FCC Encyclopedia, Radio Frequency Safety, FCC
Advances Procedures on RF Safety Rules,” Federal
Communications Commission. Web <http://www.fcc.gov/
encyclopedia/radio-frequency-safety>

132

© 2014 SASB™

RESEARCH BRIEF | TELECOMMUNICATIONS

It is illegal to redistribute these materials. Please report any illegal distribution to info@sasb.org

37

SUSTAINABILITY ACCOUNTING STANDARDS BOARD ®

75 Broadway, Suite 202
San Francisco, CA 94111
415.830.9220
info@sasb.org
www.sasb.org

ISBN#: 978-1-940504-18-6

The content made available in this publication is copyrighted by the Sustainability Accounting Standards Board. All rights
reserved. You agree to only use the content made available to you for non-commercial, informational or scholarly use within
the organization you indicated you represent to keep intact all copyright and other proprietary notices related to the content.
The content made available to you may not be further disseminated, distributed, republished or reproduced, in any form or
in any way, outside your organization without the prior written permission of the Sustainability Accounting Standards Board.
To request permission, please contact us a info@sasb.org.

