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SASB’s Industry Brief provides evidence for the disclosure topics in the E-Commerce industry. The brief
opens with a summary of the industry, including relevant legislative and regulatory trends and
sustainability risks and opportunities. Following this, evidence for each disclosure topic (in the categories
of Environment, Social Capital, Human Capital, Business Model and Innovation, and Leadership and
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the industry’s social license to operate, besides an

SUSTAINABILITY DISCLOSURE TOPICS

impact on its costs.

ENVIRONMENT
•

Energy & Water Footprint of Hardware
Infrastructure

•

Logistics & Packaging Efficiency

While the industry is expanding, it is experiencing
a shortage of talented and qualified workers,
which presents operational challenges. A more
diverse and inclusive workforce could help to

SOCIAL CAPITAL

influence companies’ ability to attract and retain

•

Data Security & Fraud Protection

skilled workers, besides benefiting the companies

•

Data Privacy

in other ways.

HUMAN CAPITAL

The consumer-facing nature of the industry makes

•

the management of key sustainability issues an

Employee Recruitment, Inclusion, and
Performance

important driver for long-term success.
Management (or mismanagement) of certain
sustainability issues, therefore, has the potential
to affect company valuation through impacts on

INTRODUCTION

profits, assets, liabilities, and the cost of capital.

E-Commerce, a relatively new and rapidly evolving
industry, is playing an increasing role in society as
consumers seek affordable and convenient access
to both physical and digital goods and services. Ecommerce companies have opened up access to
physical goods and services and digital media that
would have been hard for consumers to obtain

Investors would obtain a more holistic and
comparable view of performance with ecommerce companies reporting metrics on the
material sustainability risks and opportunities that
could affect value in the near and long term in
their regulatory filings. This would include both
positive and negative externalities, and the non-

through traditional retail channels.

financial forms of capital that the industry relies

As consumers are becoming increasingly busy, the
presence of online shopping has grown. At the

on for value creation.
Specifically, performance on the following

same time, technological innovations have

sustainability issues will drive competitiveness

improved the online shopping experience.

within the E-Commerce industry:

However, with the rapid growth of this industry

•

have come social and environmental challenges
that companies must address to improve financial
performance and mitigate risks. Regulatory and

•

mitigating related environmental

treatment and security of consumer data obtained
environmental externalities resulting from the
growing presence of data centers and logistics
operations may have an increased influence on

Managing logistics and packaging
efficiency to reduce associated costs while

societal trends suggest a rising concern over the
by e-commerce companies. Additionally,

Improving the energy and water footprint
of hardware infrastructure;

externalities;
•

Building customer trust and confidence
through data security and fraud
protection;
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•

•

Avoiding the misuse and sharing of

2014, respectively. These are two of the five

consumer data by maintaining data

largest firms by revenue in this industry. Neither

privacy; and

of these firms currently has a significant presence

Managing the workforce effectively to

in the U.S. retail market, although Alibaba has

improve recruitment, diversity, retention,

shown signs of interest in U.S. markets. 7 The

and performance.

reverse trend is also true, with U.S. firms, which
currently generate the majority of their revenue
domestically, looking for ways to globalize their

INDUSTRY SUMMARY

operations. As websites are accessible anywhere
in the world, this expansion is largely dependent

The E-Commerce industry is composed of firms

on a firm’s ability to have a solid logistics

that provide an online marketplace service for

framework to deliver products in a country, as

other firms or individuals to sell their goods and

well as on brand recognition and consumer trust. 8

services, as well as retailers and wholesalers that
provide an exclusively web-based platform for

Domestically, the number of households with

consumers to buy their goods. I Firms in this

access to a computer has been rising steadily over

industry sell to consumers as well as to other
businesses. There are also e-commerce firms, such
as Netflix, that do not ship a physical good to
consumers but rather give them access to a good
or service—in this case, streaming videos online.

industry’s potential market. 9 The U.S. e-retail
space, which includes brick-and-mortar retailers’
online sales, is expected to grow to $414 billion
by 2018, up from $263 billion in 2013,
representing a compound annual growth rate of

E-commerce firms have approximate global

9.5 percent, according to Forrester Research. 10

annual revenues of $209 billion as of July 1,

This trend is also occurring globally. A 2013

2015, for the most recent fiscal years reported. 1

McKinsey report found that China’s E-Commerce

The largest firm by revenue, Amazon, holds an
18.9 percent domestic market share, with roughly
seven times the revenue of its nearest competitor,
eBay. 2 There are only 39 pure-play e-commerce
firms publicly traded in the U.S. However, this is a
highly fragmented industry, with roughly 176,000
firms in the U.S., including non-listed companies. 3
Nearly three-quarters of all industry firms have

industry has experienced a 120 percent
compound annual growth rate since 2003. 11
Revenue growth is closely tied to consumer
confidence and levels of disposable income, as
many goods purchased through e-commerce
platforms are discretionary. Since the financial
crisis of 2008, both consumer confidence and

fewer than five employees. 4 The high number of

disposable income have trended upward, and

companies is attributable to a relatively low

they are predicted to continue to do so through

barrier to entry, as the industry lacks the more

2019, 12 aiding in the expansion of this industry. 13

prohibitive overhead costs of traditional retail,
which include managing physical storefronts.

The industry’s largest cost segment is purchases,
constituting an average of 61.1 percent of

U.S. markets have had two large and well-

revenue. E-commerce firms have relatively low

publicized IPOs of Chinese e-commerce firms,

costs associated with wages, at 5.4 percent of

JD.com and Alibaba, in May 5 and September 6 of
I

the past decade, enlarging the E-Commerce

Industry composition is based on the mapping of the Sustainable
Industry Classification System (SICSTM) to the Bloomberg Industry

Classification System (BICS). A list of representative companies
appears in Appendix I.
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revenue. This is roughly 62 percent of the costs
that retail warehouse clubs and superstores incur

Note on Industry Structure

for wages (8.7 percent of revenue), 14 as ecommerce operations are less labor-intensive than
traditional brick-and mortar retailers, which
involve a large sales and cashier workforce. 15
Additionally, outbound shipping costs can
represent a significant portion of company
revenue. For example, Amazon has net shipping
costs that represent roughly 5 percent of sales. 16
Key drivers that fuel the success of the ECommerce industry are consumers trust in the
security of their financial and personal data, the
effectiveness of a firm’s logistics network, and the
ability to predict consumer trends in order to have
stock on hand. This is also a rapidly changing
industry, in which those firms that are first to
integrate technological advances, such as new
payment methods or better support for mobile
purchases, stand to gain a significant competitive
advantage. Firms in this industry also compete
heavily on price, which places a downward
pressure on e-commerce price points, as
consumers can seamlessly compare prices
between different e-commerce platforms. 17 This

In developing this brief and determining
disclosure topics and accounting metrics for ecommerce companies, SASB used a “pure-play”
definition of the industry. This definition does
not directly address retail firms that also have an
e-commerce component to their business. Most
major firms in the Multiline and Specialty
Retailers & Distributors industry (CN0403); the
Apparel, Accessories, & Footwear industry
(CN0501); the Food Retailers & Distributors
industry (CN0400); and the Toys & Sporting
Goods industry (CN0604) have, or are in the
process of incorporating, e-commerce
operations.
This brief does not directly address retail or
consumer good manufacturing firms in these
industries that also have an e-commerce
business. This approach is necessary to ensure a
coherent understanding of industry drivers and
challenges. However, depending on the specific
activities and operations of firms in the
aforementioned industries, sustainability issues
and accounting metrics associated with ecommerce may also be material.

generally leads to very low profit margins: the
industry median net profit margin is 1.24

significantly lowers their variable costs and the

percent.

environmental impacts associated with shipping

18

Therefore, firms that have greater

operational efficiency, especially in their logistics

products. 20

operations, can offer lower prices and gain
The main external source of competition in this

market share. 19

industry is traditional retailers that are integrating
However, company-sustainability impacts may

an e-commerce platform into their existing

vary across the industry as there are some notable

operations, creating what is called an “omni-

differences in business models. Firms such as

channel” experience. These firms, such as

eBay, which are providing a platform for others to

Walmart, already have a nationwide network of

sell goods, have inherently less control over the

storefronts, which allows them to integrate these

pricing of goods sold on their platform, as well as

physical stores into the shopping experience. For

the logistics services used. It is also important to

example, customers can order a good online and

note that certain firms, such as Netflix, provide a

then pick it up at a store near their home, or they

substantial portion of their service entirely over

can make an exchange of an online purchase the

the Internet, through streaming, which

same way. These firms can also serve customers
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who do not have a means of making electronic

contract between business and society. In this

payments, allowing them to select items online to

section, SASB provides a brief summary of key

pick up and pay cash for in-store.

regulations and legislative efforts related to this
industry, focusing on social and environmental

To better compete with brick-and-mortar stores,

factors. SASB also describes self-regulatory efforts

e-commerce firms have been increasingly

on the part of the industry, which could serve to

reducing or removing shipping costs, as well as

pre-empt further regulation. II The primary

focusing on logistics efficiencies to cut down on

legislative issues facing the E-Commerce industry

shipping time. Amazon has been experimenting in

involve data security and privacy, fraud prevention

a few major cities with same-day shipping, which,

laws, the concept of net neutrality, and the

if successful, could change future consumer

collection of sales tax.

perception about the e-commerce market and
make it increasingly harder for smaller firms to

Companies in the E-Commerce industry have

compete. 21 Similarly, firms in this industry have

access to a vast array of consumer data, which

worked to make product returns as easy as

can be a significant competitive advantage but

possible so that they can compete with the
customer experience in brick-and-mortar stores.

can also create a potential liability if handled
22

inappropriately. With the increasing use of data in

Again, consumers are now more likely to expect

the E-Commerce industry, as well as industries in

to have this service provided for free,

the Technology & Communications sector, there is

23

which

places pressure on the profit margins of many e-

a growing regulatory interest in data privacy in

commerce firms.

the U.S. and the E.U., with specific implications
for online advertising and mobile apps. In the

E-commerce companies are analyzed and valued

U.S., data privacy and security are regulated by

on typical financial metrics such as profitability,

the Federal Trade Commission (FTC). The FTC’s

margin expansion, and top-line sales growth.

Bureau of Consumer Protection “stops unfair,

Industry-specific metrics of interest include

deceptive or fraudulent practices in the

shipping costs, membership growth, and number

marketplace” in areas such as advertising and

of users of a company’s services. 24

marketing, as well as privacy and identity
protection. 25

LEGISLATIVE AND REGULATORY
TRENDS IN THE E-COMMERCE
INDUSTRY

Furthermore, a working group comprising
national data protection authorities of E.U.
member states, called the Article 29 Working

Regulations in the U.S. and abroad represent the
formal boundaries of companies’ operations, and
are often designed to address the social and

data protection risks of mobile apps. The group
highlighted that, on average, a smartphone user
downloads 37 apps, which collect large quantities

environmental externalities that businesses can

of personal information about the user, including

create. Beyond formal regulation, industry

location, contact details, and banking

practices and self-regulatory efforts act as quasi-

information. According to the group’s chairman,

regulation and also form part of the social

II

Party, recently adopted an opinion addressing

“This often happens without the free and

This section does not purport to contain a comprehensive review
of all regulations related to this industry, but is intended to

highlight some ways in which regulatory trends are impacting the
industry.
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informed consent of users, resulting in a breach

surveillance and collect personal data. However,

of European data protection law.” The opinion by

some say that the act does not go far enough in

the Article 29 Working Party places specific

preventing government surveillance. 32

obligations on app developers and all other
parties involved in the development and

E-commerce companies must strike a difficult

distribution of apps,

balance between protecting customers’ privacy

26

and it grants power to

national authorities to take action against

and sharing customers’ information with

companies, including levying fines. 27

governments in the U.S. and other countries for

Several states have issued their own data privacy

Department of Justice agreed in January 2014 to

regulation, as there is a growing consumer

relax standards over company disclosures of

concern over the privacy of sensitive data. In

government data requests. The decision came in

September 2013, California approved a law that

response to changes to the government data-

requires retailers to clearly identify any policies

collection policy in the wake of the 2013

that allow third parties to collect personally

exposure of government surveillance programs

identifiable information and also inform

conducted by the NSA since 2007. Technology

consumers whether they honor web browsers’

firms welcomed the decision, as they are

“do not track” settings. 28

concerned that uncertainty over the degree of

security and law enforcement reasons. The U.S.

government surveillance could significantly affect
E.U. regulations on data use and privacy directly

their operations. Companies are now allowed to

impact e-commerce companies with European

report the number of government data requests

operations or sales. Directive 2002/58/EC

in broad ranges after a six-month waiting

regulates data protection and privacy for

period. 33

electronic communications, with specific
provisions related to spam and cookies (the latter

In addition to data privacy regulations, companies

are often used by companies in the E-Commerce

are likely to be subject to emerging cybersecurity

industry to gather consumer data). The directive

laws. Forty-seven U.S. states, the District of

establishes the principle of obtaining consumers’

Columbia, Puerto Rico, the U.S. Virgin Islands,

prior consent (“opt-in”) for such activities. 29

and Guam have enacted legislation requiring

Under the current system, U.S. companies that

companies to notify their customers when security

want to store E.U. members’ data in the U.S. have

breaches of personal information occur. 34

had to abide by the U.S.-E.U. Safe Harbor

Similarly, there is a proposed directive in the E.U.,

Framework, requiring them to guarantee that the

the European Commission’s Proposed Directive on

data of E.U. citizens moved to U.S. servers will

Network and Information Security, which would

follow E.U. privacy laws. 30 However, in light of

require the disclosure of cyber breaches. 35 At the

Edward Snowden’s National Security Agency

same time, U.S. intelligence officials’ warnings

(NSA) controversy in 2013, there have been

about the threat of electronic attacks are fueling

increasing demands from E.U. citizens and

attempts to reintroduce the Cyber Intelligence

government officials for more transparency on the

Sharing and Protection Act (CISPA) to provide

part of U.S. companies, as well as the ability to

immunity from lawsuits to companies when they

level harsher penalties against violators.

share information voluntarily with one another

31

The U.S.

has since enacted the USA Freedom Act, which

and the government. The CISPA was passed by

alters the way government agencies can conduct

the House of Representatives but faced opposition
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from the Senate, the White House, and activist

for their web pages. 41 Large companies can

groups due to concerns about inadequate privacy

already do this, to an extent, but this legislation

protections.

would make the issue more profound. 42 This

36

In 2013, President Barack Obama

signed a cybersecurity executive order after

would make it harder for smaller players to

multiple initial cybersecurity bills, including the

compete with industry leaders, as they may not be

CISPA, failed to pass through Congress. The

able to afford to pay for faster load times.

executive order would allow for opportunities of

However, after public and political scrutiny of the

information sharing with government agencies to

original net neutrality proposal, the FCC approved

help protect critical cyber infrastructure. 37

amendments that would protect a more open
Internet and prevent ISPs from charging websites

The U.S. retail industry is center stage for credit

to send content to users. 43 This is important, as

card fraud, since it primarily uses magnetic-strip

page load time is instrumental in the completion

credit and debit cards, which are the primary

of online sales, which helps reduce operational

target of frauds, as they can be copied fairly

barriers for e-commerce companies. 44

easily.

38

To combat fraud, payment-processing

giants Visa and MasterCard have delivered an

Initially, a key competitive advantage that e-

ultimatum to traditional retailers: The retailers

commerce firms held over brick-and-mortar stores

must either prepare their stores to accept the

was that they had to collect sales tax on

more secure “pin and chip” EuroPay, MasterCard,

purchases only when the consumer lived in a state

and Visa (EMV) standard by October 2015, or

where the company had a physical presence.

accept liability for fraudulent charges. Thus far,

Otherwise, the consumer was responsible for

this liability had fallen on the payment-processing

reporting the purchase to the IRS and paying the

firms. This action will increase the difficulty of

appropriate “use tax.” However, the separate,

creating fraudulent credit cards and will likely

consumer-led reporting of online purchases often

move more fraud to e-commerce sites.

did not occur, meaning consumers were not

39

Currently, as online purchases are “card not

paying the required taxes associated with goods

present” sales, in which the customer does not

purchased online. This advantage helped the early

have to physically sign for the purchase, the fraud

growth of this industry. 45 However, in the face of

liability often falls on e-commerce sites. If fraud is

budget deficits, 22 states, including California and

detected or a charge is disputed, the credit card

New York, have implemented laws that require

company issues a chargeback, or a deduction of

the collection of taxes for transactions made by

the payment from the firm’s account.

residents of their state, regardless of the physical

40

presence of the company. 46 Currently, many of
The concept of net neutrality, which holds that

these laws are complex and require significant

Internet service providers (ISPs) must treat all data

investment to ensure compliance. 47 There have

equally, is a key element supporting the business

been increasing calls for a federal solution, as

models of e-commerce firms. Originally, in

states still have been losing an estimated $11

January 2014, a U.S. appeals court struck down a

billion annually in tax revenue. The Marketplace

Federal Communications Commission (FCC) rule

Fairness Act of 2015 was introduced to mandate

that required ISPs to adhere to net neutrality,

the collection of sales tax, and has currently been

which opened up the possibility of a tiered

assigned to a congressional committee before it

Internet where companies could be forced to pay

goes to the House or Senate. 48

more money to ISPs to have faster loading times
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As larger firms like Amazon expand their physical

to rise, as well as to potential disruptions

footprint nationwide, they are becoming less

of their operations.
•

vocal about opposing this legislation, and many
industry players have accepted it as inevitable.

Externalities of logistics networks and
packaging: The E-Commerce industry is

49

The bill still faces opposition, because the cost

rapidly growing, leading to a growing

associated with such a comprehensive reform

number of shipments. These contribute to

would fall most heavily on medium- and small-size

environmental externalities such as carbon

firms. These firms are less likely to have a physical

emissions from transport fuel use and

presence in many states, so they are currently

resource constraints due to increasing

profiting from an outweighed tax benefit. If the

materials used for packaging. If

new legislation passes, such firms, apart from

internalized through regulations or

having to collect a sales tax, which could impact

customer demand, such impacts can

revenues, would also be likely to incur higher

increase operating costs. Therefore, to

administrative costs. This bill, or a similar law,

remain competitive, firms need to create

would likely drive consolidation in the industry

logistical and packaging efficiencies,

and increase the market share of larger firms.

which can help them preserve their

50

margins as well as reduce their
environmental impact.

SUSTAINABILITY-RELATED RISKS
AND OPPORTUNITIES

•

expectations of privacy and security:
Firms in this industry handle a large

Industry drivers and recent regulations suggest

amount of demographic and financial

that traditional value drivers will continue to

data acquired from their customers. To

impact financial performance. However,

protect their license to operate in this

intangible assets such as social, human, and

manner, they need to both protect this

environmental capitals, company leadership and

data from criminals and be transparent

governance, and the company’s ability to innovate

about how they use customers’ data for

to address these issues are likely to increasingly

their own operations.

contribute to financial and business value.

•

Diversity as an engine of innovation:
The contribution of a diverse workforce to

Broad industry trends and characteristics are

innovation and customer empathy is

driving the importance of sustainability

increasingly being recognized, even as the

performance in the E-Commerce industry:
•

Data collection and increasing social

industry faces challenges in increasing the

Resource requirements of expanding

proportion of women and minorities in

information technology (IT) hardware

the workforce and recruiting workers

infrastructure: As the volume of e-

from the science, technology,

commerce transactions increases, the

engineering, and mathematics (STEM)

need for energy- and water-intensive

disciplines.

hardware storage and processing
infrastructure is growing. This opens up
companies to the risk of increased costs,
as energy and water prices are expected

As described above, the regulatory and legislative
environment surrounding the E-Commerce
industry emphasizes the importance of
sustainability management and performance.
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Specifically, recent trends suggest a regulatory

Appendix III. The complete SASB standards for the

emphasis on customer protection, which will serve

industry, including technical protocols, can be

to align the interests of society with those of

downloaded from www.sasb.org. Finally,

investors.

Appendix IV provides an analysis of the quality of
current disclosure on these issues in SEC filings by

The following section provides a brief description

the leading companies in the industry.

of each sustainability issue that is likely to have
material financial implications for companies in

ENVIRONMENT

the E-Commerce industry. This includes an
explanation of how the issue could impact
valuation and evidence of actual financial impact.
Further information on the nature of the value
impact, based on SASB’s research and analysis, is
provided in Appendix IIA and IIB.

The environmental dimension of sustainability
includes corporate impacts on the environment.
This could be through the use of natural resources
as inputs to the factors of production (e.g., water,
minerals, ecosystems, and biodiversity) or

Appendix IIA also provides a summary of the

environmental externalities and harmful releases

evidence of investor interest in the issues. This is

in the environment, such as air and water

based on a systematic analysis of companies’ 10-K

pollution, waste disposal, and greenhouse gas

and 20-F filings, shareholder resolutions, and

(GHG) emissions.

other public documents, which highlights the

Increasing volume of e-commerce activity will

frequency with which each topic is discussed in
these documents. The evidence of interest is also
based on the results of consultation with experts

require an expansion of IT infrastructure, such as
data centers, to process and store growing
amounts of data. These systems require large

participating in an industry working group (IWG)
convened by SASB. The IWG results represent the
perspective of a balanced group of stakeholders,

amounts of electricity to operate, with associated
costs that can be managed through technological
innovation. Large consumers of electricity,

including corporations, investors or market

including some of the major players in the E-

participants, and public interest intermediaries.

Commerce industry, contribute to Scope 2 GHG

The industry-specific sustainability disclosure

emissions, III which can be mitigated through

topics and metrics identified in this brief are the

energy efficiency and the use of renewable

result of a year-long standards development

energy. Furthermore, access to reliable, cheap

process, which takes into account the

supplies of water for cooling computing centers is

aforementioned evidence of interest, evidence of

increasingly a focus during the planning and

financial impact discussed in detail in this brief,

operating of such facilities.

inputs from a 90-day public comment period, and
additional inputs from conversations with industry
or issue experts.

Companies in this industry also face obstacles in
remaining profitable, especially when shipping
costs rise as a result of higher fuel costs, and

A summary of the recommended disclosure

customers expect shorter shipping times.

framework and accounting metrics appears in

However, companies have opportunities to create

III
These are indirect contributions to GHG emissions, with the
physical source of emissions being the electric utility from which
energy is purchased.
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efficiencies in their logistics systems and

face even more cost increases in the future as

packaging to mitigate these costs and reduce

GHG regulations expand.

their environmental footprint.
Innovations in energy efficiency and renewable

Energy & Water Footprint of
Hardware Infrastructure

energy provide new avenues for energy

A large part of the energy consumed by the

e-commerce companies can reduce their energy

management. Through investments in energyefficient technologies and changes in operations,

industry is used to power critical hardware and IT
infrastructure in data centers. IV These data centers
need to be powered continuously, and disruptions
to energy supply can have a significant impact on
operations, depending on the magnitude and
timing of the disruption. Companies also face a

transactions and use of data analytics, substantial
reductions in energy intensity will be required to
lower total energy consumption.
E-commerce companies can pursue various

tradeoff when it comes to energy and water

strategies to achieve energy efficiency, including

consumption for their data centers’ cooling
needs: cooling data centers with water instead of
chillers is a means of improving energy efficiency,
but it can lead to dependence on local water

purchasing more efficient hardware, optimizing
data center locations, managing energy
“hotspots” in data centers, cooling with outside
air rather than using chillers or water, and

resources.

implementing efficient software coding and server
virtualization, which can reduce the need to install

Managing the energy and water footprint of the

more physical servers.

significant hardware infrastructure used in this
industry is important for managing costs,

End-users of electricity also have various

obtaining reliable supplies of energy and water,

incentives to lower their dependence on the grid

and lowering reputational risks. With an

and use distributed renewable energy, which can

increasing global focus on climate change,

contribute to lower GHG emissions overall. Long-

pressure from regulatory authorities and

term power-purchase agreements with renewable

customers places greater emphasis on resource
conservation. Energy-consuming industries seldom
face direct GHG mitigation regulations if they do
not have significant Scope 1 GHG emissions.

energy providers or on-site generation based on
fuel cells or other alternative energy sources can
provide a hedge against rising energy prices,
while potentially enhancing reputational and

However, if utilities face higher costs due to
emissions reduction regulations imposed on them,
they are likely to pass these costs on to their
consumers. Nominal retail electricity prices have in
the past increased because of sustainability

brand value. On-site renewable energy might
better protect companies that rely on a
continuous supply of power (such as those in the
E-Commerce industry) against grid disruptions
and therefore lower their operating risks.

factors such as investments by utilities in

Disruptions to the grid may occur because of

renewable energy generation, driven by

increasing extreme weather events associated

regulatory mandates. Electricity consumers could
IV

intensity. As data-center operations expand to
keep pace with the rising number of consumer

with climate change in both developed and

Leading publicly listed companies in the industry that account
for a significant proportion of industry revenues, such as Amazon
and eBay, own several large data centers. Smaller e-commerce

companies may primarily utilize cloud services of other providers,
such as Amazon, for their data storage and processing needs.
Their environmental footprint may therefore not be significant.
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Evidence

developing countries. In developing countries,
poor grid infrastructure is also responsible for an
unreliable energy supply.

average, 3.8 percent of revenue in this industry. 53

Furthermore, water is becoming a scarce resource
around the world because of increased
consumption due to population growth and rapid
urbanization, as well as reduced supplies due to
climate change. Many important river basins are
already considered “stressed.” 51 Water scarcity
disruptions, and social tensions, all of which could
impact companies with water-intensive
operations, such as data centers. Managing water
use, therefore, is emerging as an important area
for planning and operating data centers.

just to the pure-play members of this industry but
also to those retailers that wish to expand their ecommerce presence. For example, in its attempt
to move a significant portion of its business to an
e-commerce platform, TJX Companies, the parent
company of discount retail firms such as T.J. Max,
built new data centers to handle the transition. 52
As more traditional retail firms make this switch
to e-commerce or omni-channel retail, they will
face greater data center resource costs and

according to the Electric Power Research
Institute. 54 Although data centers are becoming
more energy-efficient, overall data center energy
consumption in the economy is increasing, as data
Jonathan Koomey of Stanford University, global
data-center electricity use doubled from 2000 to
2005, while the rate of growth slowed between
2005 and 2010. Nevertheless, he estimates that
during this latter period, global and U.S. data
percent and 36 percent, respectively, to reach 1.3
percent of global electricity use and 2 percent of
U.S. electricity use in 2010. He attributes the
slower growth rate in electricity consumption
during this period to the global economic crisis of
2008–2009, the increasing use of virtualization in
data centers, and the data center industry’s
efforts in improving energy efficiency since 2005,
following discussions with the U.S. Environmental
Protection Agency (EPA). 55
An estimated 2.5 billion people currently have

reputational risks.

Internet access, and this number is expected to
expand over the next five years by nearly 60

Company performance in this area can be

percent. 56 This will be especially pronounced in

analyzed in a cost-beneficial way through the
following direct or indirect performance metrics
(see Appendix III for metrics with their full detail):

China, which is predicted to be the largest ecommerce market by 2020. 57 This sheer increase
in users will create a significant increase in the

Total energy consumed, percentage grid

amount of consumer data that is generated and

electricity, percentage renewable energy;

stored. This will necessitate the further growth of

Total water withdrawn and total water

data centers, with their energy demand predicted

consumed, percentage of each in regions

to increase 81 percent between 2012 and 2020. 58

with High or Extremely High Baseline

Expenditures on energy for data processing and

Water Stress; and
•

energy than the average commercial building,

center electricity use increased by about 56

Having efficient data centers will be important not

•

Data centers use between 10 to 20 times more

centers expand in number and size. According to

can result in higher supply costs, supply

•

The combined cost of rent and utilities is, on

hosting activities can have a significant impact on

Description of the integration of

profit margins in the industry, particularly in light

environmental considerations into
strategic planning for data center needs.

of rising energy costs. In the U.S., the average
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retail price of electricity for the commercial end-

issue, noting that Amazon was “the least

use sector has increased by 34 percent, from 7.7

transparent of any company we evaluated.” 65 This

cents per kilowatt-hour (kWh) in 2001 to 10.3

opened the company up to reputational risk, as it

cents per kWh in 2015, with wide regional

received negative publicity in popular business

variations. 59 While retail electricity price increases

journals. 66

have historically been lower than the general rate
of inflation in the U.S., 60 this trend is expected to

Data centers account for 44 percent of eBay’s

change; the long-term projections of the U.S.

energy use. 67 The company has created a system

Energy Information Administration (EIA) show

of strict tracking measures, called the Digital

average end-use prices for electricity across

Service Efficiency Dashboard, to monitor data

sectors increasing by around 4.5 percent between

centers’ energy and water usage. The

2013 and 2020, in 2013 cents per kWh, and by

implementation of this tracking system generated

12.5 percent between 2013 and 2035, in the

system efficiency that eliminated the need to

reference case.

update some servers, which saved the company

61

In fact, compared to 2013

prices, real electricity prices are expected to

about $200 million. 68 Through its data-center

increase across various scenarios, including low

efficiency initiatives, eBay has reduced the cost

and high economic growth and low and high oil

per active user by 6 percent. 69 The company was

prices. 62

also able to track and improve its power usage
effectiveness (PUE) score, V a commonly used

At the same time, as the impacts of climate

metric for data-center energy efficiency, from

change intensify, grid disturbances are likely to

1.62 in the first quarter of 2012 to 1.52 in the

increase, impacting data center and, therefore, e-

second quarter of 2013. VI

commerce operations. Significant weather-related

Realty Trust found that the average data center

grid disturbances have been steadily increasing in

PUE score was 2.9. 71

70

A survey by Digital

the U.S., from just over 20 incidents in 2003 to
In an effort to control power costs and reduce the

almost 140 incidents in 2011. 63

amount of electricity sourced from coal plants in
Shareholders are taking an interest in the energy

its Utah data center, eBay has implemented

management of data centers in this industry.

renewable energy—in the form of six megawatts

Amazon received three shareholder resolutions in

of fuel cells—as the data center’s main power

years 2011, 2012, and 2013 from Calvert

source. 72 At the same site, the company also

Investment Management to provide information

signed a 20-year contract that ensures it has

on the company’s energy-efficiency measures.

another renewable energy source: Ormat

While the first two resolutions went to a vote and

Technologies will recover the waste heat from

received roughly 20 percent support, Calvert

eBay’s data center and sell it back to them. 73 This

withdrew the 2013 resolution when Amazon

could help lower eBay’s long-term risk profile and

agreed to address how it was managing energy-

help it protect its margins. In an effort to reduce

efficiency issues.

energy costs, Alibaba has implemented innovative

64

Greenpeace gave Amazon a

grade of F in a data-center energy-efficiency study

cooling techniques that allow it to use and recycle

because of the company’s previous silence on this

water from a nearby lake to cool its new data

V

VI

The theoretically ideal PUE is 1.0, which would mean that all the
energy supplied to a data center actually reached the IT system
and was not used for cooling and other non-computing
purposes.

This is the most recently available data from eBay’s Digital
Service Efficiency Dashboard.
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center in China, with warmed water being used

of operating data centers. 77 To secure a consistent

to heat nearby buildings before being returned to

source of water, some data centers have built

the lake. The company states that the innovation

their own wells and storage tanks in case

will allow it to save up to 80 percent on energy

municipal sources dry up. 78 Other organizations

costs. 74 This use of water to cool data centers can

are utilizing natural cooling methods in their data

perpetuate further environmental issues.

centers in targeted regions of the world to help
reduce energy usage. 79

In addition to energy consumption, data centers
consume significant amounts of water for cooling.
Although some of the water is continually reused,
a significant amount is evaporated through a
process similar to cooling towers in power plants.
As a result, large computing facilities can place
significant demands on local water infrastructure.
If local water sources are stressed, or local
municipalities do not have the capacity to provide
adequate water supply, companies could face
service interruptions and additional costs, with a

Value Impact
Improving water and energy efficiency at data
centers can reduce operating costs through lower
utility bills, directly affecting profit margins. Such
improvements may lead to both short-term cost
savings through individual efficiency initiatives
and a lower long-term cost structure through
ongoing efficiency strategies that leverage
technological and financial innovation.

significant effect on their operations and financial

Companies could face one-off effects on cash

results. Furthermore, permitting for surface water

flows through capital expenditures for energy-

supplies may be difficult in some areas, which can

related projects. However, besides benefiting the

affect project timetables, especially if wastewater

cost structure, energy efficiency and the use of

is to be returned to the environment. 75

renewable energy can increase energy
independence and mitigate operational risks

California’s nearly 800 data centers have come

related to energy availability and reliability as well

under scrutiny for their use of water, given

as price increases. Similarly, water efficiency can

pressing drought concerns. A midsize 15

reduce a firm’s exposure to water price increases

megawatt data center utilizes as much water a
year as 100 acres of almond trees, or about 150
million gallons. Companies operating data centers
in the state are feeling pressure to reduce their

or supply constraints. Water and energy supply
risks have the potential to disrupt operations for
e-commerce companies; such disruptions, if
frequent or significant, potentially could impact a

footprint and are worried about potential
disruptions from a lack of water. As the number

company’s risk profile and its cost of capital.

of data centers in California is expected to grow,

The probability and magnitude of these impacts

further pressure is being placed on the state’s

could increase in the future as emerging

tech industry to reduce its water footprint. 76

governmental regulations on environmental

China, the home of Alibaba and JD.com and their
vast data centers, is facing an even more extreme
water shortage than the U.S. is. If the Chinese

impacts continue to drive energy and water cost
increases and as water scarcity intensifies with the
impacts of climate change.

government institutes a system to allow market

Disclosure on total energy consumed provides

forces to dictate water prices, as it pledged in

analysts the ability to assess improvements in

2013, prices would likely go up, as would the cost

company performance over time and, when
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normalized, can provide a comparative measure

Given the risks discussed above, it is important for

of energy efficiency. The percentage of a

companies to manage their logistics operations in

company’s energy coming from grid electricity

an efficient manner. Additionally, as firms like

indicates its exposure to electricity price increases,

Amazon supplement their third-party shipping

as utilities internalize the costs of carbon pollution

with their own logistics fleets, as do traditional

(for example, through new GHG mitigation

retail firms like Walmart, the management of

regulations). It also indicates the potential for

logistics operations is becoming more important.

operational interruptions from grid disruptions.

The industry predominately relies on shipping

Disclosure on the percentage of renewable energy

service providers, such as FedEx, UPS, and the U.S.

used indicates how well a company is positioned

Postal Service. Smaller firms outsource logistics

to capture possible cost savings and ensure stable

services for all of their shipping needs. As this is a

energy prices from the use of renewables.

highly competitive and low-margin industry, the

Disclosure around a company’s total water

ability to reduce shipping costs through a fleet’s

withdrawal and percentage in water stressed

fuel economy and more efficient routing can

regions can provide further insight into the risks

allow e-commerce companies to pass those

associated operating data centers. Discussions of

savings on to customers. While firms that

a company’s strategy to integrate environmental

outsource shipping logistics have relatively less

considerations into data center design can help

control over the specific processes of shipping

highlight how companies are reducing

operations, they can still select providers with

environmental impacts, which have direct links to

more energy-efficient business practices. Such

operating costs.

providers may have lower fuel surcharges than

Logistics & Packaging Efficiency

less efficient ones.
Additionally, e-commerce firms have an incentive

A significant part of the added value of the E-

to minimize the use of packaging. Efficient

Commerce industry comes from firms’ ability to

packaging can lead to cost savings, from reducing

move a wide array of goods efficiently to

the amount of material that needs to be

consumers who would otherwise have to

purchased, as well as saving on logistics costs, as

personally travel to collect the good from brick-

more of each product can fit into a single

and-mortar stores. This convenience for

shipping load.

consumers adds to the environmental externalities
created by e-commerce companies. As the volume
of shipments increases and e-commerce expands,
the environmental externalities of the industry will
expand as well. These externalities include carbon
emissions from transportation and greater use of
packaging materials, which remain important

inherent differences from the packaging
necessitated by traditional retail. Goods are
displayed online and the purchase has already
been made by the time the product reaches the
consumer, so the packaging does not have to
contain marketing information to entice the

business considerations for the long term. Risks

consumer to make a purchase. It also does not

include carbon pricing, which could affect fuel
costs, and customer demand for more sustainable
packaging and transportation.

Packaging in the E-Commerce industry has some

need to have the same type of anti-shoplifting
packaging required by traditional retail. Instead,
the main concerns with packaging are that it
protects the items being shipped, with additional
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benefits associated with the ability to lightweight

questions for the industry’s long-term

packaging and more efficiently transport the

environmental impacts. 81

product.
Long-term sustainability considerations may
present risks for third-party logistics providers in

Innovations in packaging to improve
lightweighting and reduce the amount of

the form of volatile fuel prices or the need to

materials used can have both environmental and

replace vehicles as GHG emissions become more

cost benefits for leading firms, giving them a

regulated and priced. These costs could then be

competitive advantage over both peers and

passed on to e-commerce companies in the form

traditional retailers. Company performance in this

of fuel surcharges or generally higher shipping

area can be analyzed in a cost-beneficial way

costs. Shipping costs can be influenced by the

through the following direct or indirect

volatility in fuel prices, as some large shipping

performance metrics (see Appendix III for metrics

providers adjust fuel surcharges based on the

with their full detail):

market price for diesel and jet fuel. 82

•
•

Total GHG footprint of product

GHG regulations and related cost increases are

shipments; and

recognized as a key risk factor in FedEx’s fiscal

Description of strategies to reduce the

year (FY) 2015 Form 10-K, in which the company

environmental impact of product delivery.

states, “Increased regulation regarding GHG
emissions, especially aircraft or diesel engine

Evidence

emissions, could impose substantial costs on us,
especially at FedEx Express. These costs include an

While the overall E-Commerce industry is

increase in the cost of the fuel and other energy

presumed to be less carbon intensive than

we purchase and capital costs associated with

traditional retailers, the responsibility of carbon

updating or replacing our aircraft or vehicles

emissions falls more heavily on e-commerce

prematurely.” 83

companies and their third-party logistics
providers, rather than on consumers and their
transportation emissions associated with traveling
to traditional retail stores. 80 One study suggests
that online shoppers are less carbon intensive
when compared with in-store shoppers who have
to travel more than 8.7 miles to retail locations
per transaction. After 8.7 miles, online shoppers’
emissions stay relatively flat, while in-store

carbon footprint of shipping may grow and
become more direct as the industry experiments
with operating its own logistics fleets. For
example, Amazon and eBay, as well as other
traditional retailers, are testing their own delivery
services to offer more convenience to
customers. 84 This may present direct business

shoppers’ emissions can rise exponentially.

challenges associated with volatile fuel costs or

Conversely, another study looking at the
emissions associated with the “last mile,” or the
last trip between retailer and consumer, suggests
that in-store shoppers have to purchase 24 items
to generate the same emissions from just one

capital expenditures for replacing fleet to manage
continually evolving fuel-economy standards.
Shipping is a major cost in this industry and has
increased over time. In 2014, shipping costs for

item ordered online. Additionally, the added
convenience of ordering even small items online
may spur further consumption, which raises

The responsibility and risks associated with the

Amazon represented 9.8 percent of sales, up from
8.9 percent in 2013, representing a significantly
growing cost for the company. Amazon expects
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shipping costs to continually increase as

practices, such as lightweighting packaging,

customers utilize shipping offers, the product

optimizing space, and encouraging customers to

mixes shift, and the company chooses more

group the shipping of purchases together.

expensive shipping methods.

85

Asos, a London-based e-commerce firm that
The relatively low margins in this industry mean

focuses on clothing, uses contractors to ship its

that profitability is highly sensitive to shipping

products. However, by switching from packing its

prices. Shipping costs will increasingly impact the

apparel on pallets to shipping in loose cartons,

bottom line for e-commerce companies, as

Asos was able to pack 40 percent more stock

companies compete to offer lower shipping costs

onto an average trailer. 91 These efficiencies

and faster shipping times to customers as a

resulted in lower logistics costs and helped Asos

differentiating factor. As Amazon notes in its

gain market share against larger firms by allowing

FY2014 Form 10-K, “We believe that offering low

it to have lower price points for its goods. 92

prices to our customers is fundamental to our
future success, and one way we offer lower prices

Besides reducing shipping costs, packaging

is through shipping offers.”

improvements can also lower other operating

86

This competition on

shipping times and costs provides opportunities

costs, such as those associated with the purchase

for optimization in efficiency, which may provide

of materials for packaging. Staples, which

a key business advantage relative to competitors.

operates one of the largest e-commerce
fulfillment businesses in the world, behind

As free shipping has become a leading industry

Amazon, has implemented a “Smart-size

practice, shipping costs are no longer as easily

Packaging Program” that optimizes packaging for

passed along to the consumer. This has become a

each order. The program has helped optimize the

more pressing problem after FedEx announced

packaging space per package, helping reduce the

that it increased its fuel charge from 5.5 percent

amount of corrugated packaging needed by 15

to 6 percent at the end of 2014, with UPS

percent and the need for air bags by 60 percent.

expected to follow suit. 87 Additionally, carriers are

Additionally, 74 percent of workers find that their

changing the formula for shipping costs to

jobs are easier because of this program. Not only

account for the size of packages, not just the

did this program help reduce the company’s

weight, and they are charging more for small

carbon footprint by 25,000 metric tons annually,

packages. 88 These price increases will cost the E-

but it also reduced packaging costs, providing real

Commerce industry an estimated hundreds of

environmental and economic benefits for the

millions of dollars.

company. 93

89

Furthermore, besides the impact of GHG

Beyond cost considerations, packaging efficiency

regulations on fuel and fleet costs, packaging

is driven by consumer preferences. Amazon offers

plays an important role in influencing shipping

“frustration-free packaging,” designed to be easy

costs for e-commerce companies. The new

to open, to be made of recyclable material, and

policies could increase the shipping costs of an

not require a second, external shipping box. 94

individual item by up to 30 percent, depending on

More than 200,000 products are currently

the size of the parcel.

90

However, these changes

available with this designation, and since the

will reward firms that have already been focused

concept was unveiled in 2008, it has eliminated

on or are now implementing efficient shipping

33 million pounds of packaging from Amazon’s
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logistics operations. 95 Products with such

industry invest in their own logistics fleets. The

packaging have an average of 73 percent less

probability and magnitude are also likely to be

negative consumer feedback on Amazon’s site,

influenced by fuel and materials costs being

compared with feedback for those products that

further affected by expanding environmental

lack the “frustration-free packaging”

regulations.

designation.

96

Disclosure around a company’s shipping GHG
Other firms have recently introduced innovations

footprint and a description of strategies to reduce

in packaging efficiency. Overstock.com has

the overall environmental impact of product

invested in technology that optimizes the box size

shipping, which includes packaging, can provide a

for each product, which cuts costs while

better understanding of a company’s potential

decreasing the frequency of product damage.

risk exposure to volatile or rising costs, particularly

97

Target has begun using flexible envelopes instead

as regulations force the internalization of

of corrugated boxes to fulfill orders at

environmental externalities by businesses.

Target.com, its e-commerce platform, which has
reduced packaging by 89 percent and resulted in
50,000 fewer pounds of cardboard shipped
annually. 98

SOCIAL CAPITAL
Social capital relates to the perceived role of
business in society, or the expectation of business

Value Impact

contribution to society in return for its license to

Improved efficiencies in logistics operations can

operate. It addresses the management of

lead to a lower cost structure in the long term,
while investments in fuel-efficient logistics fleets
will raise capital expenditures, thus having one-off
effects on cash flows. Companies can also lower
their operating costs by focusing on the

relationships with key outside stakeholders, such
as customers, local communities, the public, and
the government.
The vast majority of payments in this industry are

efficiencies gained from reducing packaging

electronic, making e-commerce firms vulnerable

materials. Lower costs, when passed on to

to the risk of data breaches. Revenue growth and

customers, can help drive market share or
profitability—meaningful implications in a highly
competitive industry with narrow profit margins.
Packaging efficiencies could also have positive

market share are directly dependent on
consumers’ trust in the security of their personal
and financial information. Members of this
industry need to be careful to follow proper data-

reputational implications and help add to the

protection and breach-disclosure expectations to

brand value of companies.

mitigate these risks. Furthermore, there are

Inability to manage fuel cost risks and therefore
maintain low shipping costs for customers could
affect the overall risk profile of companies, with
an impact on their cost of capital. This is

emerging regulatory and consumer concerns
about the use and protection of customer data.
How a company handles financial and
demographic data is likely to influence whether
companies can attract and retain customers and

particularly relevant as the probability and
magnitude of financial impacts from this issue are

build brand value.

likely to increase in the future, as e-commerce
transactions increase and larger companies in the
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Data Security &
Fraud Protection

customers who have been affected open
themselves up to public scrutiny as well as
potential litigation.

The general model of e-commerce depends on a
firm’s ability to process electronic payments

Furthermore, the E-Commerce industry, given its
inherent requirement to accept all its payments

securely. As consumers become more educated
about the threats of cybercrime, particularly in the
wake of continued high-profile attacks, having a
reputation as a secure company will become
increasingly important to maintain or gain market
share. There is an opportunity for the most
trusted brands to position themselves favorably in
the eyes of consumers and gain a significant

online, has an outsize risk for credit card fraud
because criminals can make purchases remotely,
lowering their chance of being caught. Criminals
use or buy stolen credit card information, often
spreading out their purchases to avoid detection.
Once the original cardholder notices a fraudulent
transaction and notifies his or her bank, the
purchase is then charged back to the e-commerce

competitive advantage.

firm. The company often cannot provide proof of

Unlike the traditional retail space, where the cost
of obtaining prime real estate in important

verification of the customer’s identity, such as a
customer’s signature, which is often required for
brick-and-mortar sales. These charges are

markets limits the number of stores and,
therefore, competition in a particular geography,
online shopping enables multiple vendors to use
the internet to access customers in dispersed

therefore difficult for companies in the ECommerce industry to dispute. Companies also
contend with “friendly fraud,” in which
customers who actually purchase a good contest

geographies at little cost. Due to the ease and
convenience of browsing the online marketplaces
of different e-commerce companies, customers
have a larger number of options to choose from
in the e-commerce space. This makes customer
loyalty, which is highly influenced by customers’
perception of the safety of their valuable financial
and personal information, particularly important
to maintaining market share. Consumer sensitivity
to data security is especially challenging for
smaller or new e-commerce firms, which can be
perceived to be less secure, requiring capital
expenditures to establish a robust security system.
Companies that do find themselves compromised
must walk a fine line between disclosing the
information publicly as soon as possible to avoid
more damage to consumers and maintaining an
optimal amount of secrecy to deal with the
breach without tipping off the intruder.
Companies that are perceived as intentionally not
disclosing information about a data breach to the

the charge as fraudulent, leaving the retailer with
the charge. This accounts for roughly one-fifth of
all online fraud. 99
Companies can take several actions to improve
data security and prevent fraud. These include
placing high-level executives in charge of data
security so there is a clear chain of command in
the event of a breach; instituting stricter log-in
systems for consumer financial data; employing
fraud-detection services to identify potentially
fraudulent charges before they are processed;
maintaining robust data-security response systems
and company procedures; and updating systems
as the nature of data breaches evolves. These
types of measures can be costly, but they are
ultimately necessary, as data breaches increase in
both cost and frequency.
Company performance in this area can be
analyzed in a cost-beneficial way through the
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following direct or indirect performance metrics

of investors are interested in reviewing company

(see Appendix III for metrics with their full detail):

cybersecurity practices. VII The U.S. Securities and

•

•

Exchange Commission (SEC) issued guidance in
Discussion of management approach to

October 2011 asking all companies to disclose any

identifying and addressing data security

material information on cyber-attacks or risks.

risks; and

Furthermore, the SEC has asked companies in

Number of data security breaches,

several sectors for more information about

percentage involving customers’

cybersecurity than they provided in their initial

personally identifiable information,

Form 10-K filings. 104

number of customers affected.
Organizations must carefully handle knowledge of

Evidence

a data breach. On the one hand, they may not

E-commerce firms are major targets for cyber-

want to go public with the information until they

attacks, as they process such large amounts of

have eradicated all traces of the malicious

consumer financial data. Nearly 8 to 12 million

software from their system, and they also need to

U.S. consumers suffer from identify theft each

avoid tipping off the criminals. On the other

year.

hand, companies have come under public scrutiny

100

A 2014 study by Ponemon Institute

suggested that the probability of a material data

for failing to inform consumers immediately that

breach (according to study, one that involves a

their data has been compromised, which can give

minimum of 10,000 records) for a firm over the

the criminals more time to steal from the affected

next two years is nearly 19 percent.

customers. 105 Companies that wait to disclose

101

A 2014

global study on cybercrime by the security firm

breaches also open themselves up to government

Trustwave found that e-commerce made up the

scrutiny.

largest portion, 54 percent, of assets targeted.
This is a significantly larger portion of attacks than
those experienced by traditional retail, which
constituted 33 percent of assets. 102 The Trustwave
study also found that companies with a
sophisticated internal data security team that was
able to detect the breach could contain the

A recent global study on the cost of cybercrime
found that the cost, frequency, and time to
resolve cyber-attacks has increased for four
consecutive years. The study found that the
average annualized cost of cybercrime incurred
per organization ranged from $1.3 million to $58
million. The average time to resolve a cyber-attack

security flaw in one day on average, compared

was 32 days, with an average cost to

with an average of 14 days if the flaw was
detected by someone outside the organization. 103
Faster detection reduces costs for an organization,
as it lowers the number of customers affected and
also helps with reputation management.

organizations of just more than $1 million during
this period. The technology sector was among the
top five sectors in terms of average annualized
costs incurred for 2013. 106
While the majority of cyber-attacks are small and

There is investor interest in disclosures on the

influence a low number of consumers, large data

issue of cybersecurity. According to a survey of

breaches do occur and can lead to significant

405 investors released in February 2013 by
security firm HBGary Inc., more than 70 percent

direct and indirect costs for the companies

VII

Note that the survey does not refer only to companies in this
industry, but to all companies.
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targeted. eBay experienced a data breach

laws. 112 Additionally, as discussed in the

between late February and early March 2014, in

Legislative and Regulatory Trends section of this

which the personal data of 145 million customers

brief, regulation at the federal level has been

was compromised.

issued surrounding the sharing of information on

107

As a result of this

data breaches with federal governments. 113

cyberattack, eBay reported that it incurred $46
million in expenses related to the cost of
investigation, remediation, additional customer

Another example of the magnitude of financial

support, and marketing. 108 Instead of reporting

impacts from breaches is the large customer data

the news of the breach in a timely manner, eBay

breach at Target, a traditional retailer. In the

waited a few weeks before making a public

fourth quarter of 2013, Target was the victim of a

announcement, thus potentially compromising the

high-profile data breach involving the financial

data of unknowing customers who signed up for

information of 40 million customers and the

its service during that period. Public concern over

personal records for an additional 70 million

this issue has prompted a government response—

customers. 114 In February 2015, Target stated that

four states (Connecticut, Florida, Illinois, and

the breach cost the company $162 million

California) are investigating the eBay case, in

between 2013 and 2014. 115 In August 2015,

addition to an investigation by the U.K.

Target’s costs further increased as the company

Information Commissioner’s Office. Although the

reached an agreement with Visa to reimburse

exact legal implications are still unclear, the

card issuers up to $67 million for fraudulent

incident shows that data breaches are being taken

charges made as a result of the breach. 116 While

more seriously by government officials and could

this breach occurred for customers’ data

have significant financial repercussions for

processed in stores, it highlights the importance

companies. 109

of protecting customer data across all mediums.

New disclosure laws have been proposed for

Alibaba, in the F-1 filing for its September 2014

breaches. These law generally deal with the

initial public offering (IPO), disclosed that a data

amount of consumer records that need to be

breach could affect consumer sentiment and the

breached before companies should notify those

company’s business results: “Our business

harmed. Some companies would like to have

generates and processes a large amount of data,

more latitude in choosing when to inform

and the improper use or disclosure of such data

consumers about a breach, but certain laws, such

could harm our reputation as well as have a

as the Florida Information Protection Act of 2014,

material adverse effect on our business and

have instituted a $1,000-a-day penalty for failure

prospects.” 117 Amazon, in its FY2014 Form 10-K,

to notify affected customers, which rises to

discloses that data breaches open the firm up to

$50,000 a month 30 days after a breach is

potential legal trouble: “We process, store, and

detected. 110 In response to a rise in data

transmit large amounts of data, including

breaches, California proposed the Data Breach

personal information... Failure to prevent or

Notification Law in October 2014, which places

mitigate data loss or other security breaches...

greater responsibility on retailers for breaches of

[could] adversely affect our operating results,

data security, requiring them to provide services

result in litigation or potential liability for us, and

like identity-theft protection for any affected

otherwise harm our business.” 118 These

customer for a minimum of 12 months. 111 As of

disclosures demonstrate that substantive and

mid-2015, at least 32 states have proposed similar

intelligent investment in data security measures
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will be a constant and essential factor of success

their customers to enable this fraud protection.

in this industry.

However, firms also need to balance these
antifraud precautions with a need to make the

Fraud cost the online retail industry as a whole an

user experience as streamlined as possible, so as

estimated $3.5 billion in 2013, up from $2.7

not to lose business from frustrated customers.

billion in 2010. 119 This trend will likely continue as
U.S. standards on credit card security get stricter
for retailers, pushing more fraud to the e-

Value Impact
To generate profits, companies in the E-

commerce space, where it is harder for firms to

Commerce industry depend on attracting new

detect fraudulent purchases. This will affect

customers and building customer loyalty.

companies that are direct victims of fraudulent
purchases and subsequent chargebacks, as well as
those that intermediate online sales, like Amazon.
Amazon guarantees customers reimbursement for
fraudulent purchases in order to encourage them
to use its platform. 120

Therefore, their ability to combat cyber-attacks
and fraud with minimal disruption to the ease of
using their websites can affect their reputation
and the competitiveness of their services. This can
have direct impacts on market share and revenues
over the long term.

In 2014, eBay’s marketplaces segment
experienced transaction losses of $24 million, up
by 10 percent from 2013. These losses include

Companies may face chronic increases in selling,
general, and administrative expenses (SG&A) and
extraordinary expenses for small but frequent

charges related to fraud and customer
protection. 121 The company recognizes the risk of
fraudulent activities in its FY2014 Form 10-K.

incidents. Companies could also face significant
operating expenses related to provisions for
transaction losses associated with credit card

Specifically, eBay states, “Failure to deal
effectively with fraud, fictitious transactions, bad
transactions, and negative customer experiences
would increase our loss rate and harm our

fraud. High-impact, low-probability data security
incidents can generate substantial one-time costs
to remediate, in addition to contingent liabilities,
with an impact on companies’ risk profile and

business, and could severely diminish consumer

cost of capital.

confidence in and use of our services.” 122
Improvements in the perception of e-commerce

Technology system upgrades and other efforts

security may be a competitive advantage for

could be required to meet higher standards for

companies operating in the industry. 123

data security and fraud prevention and detection,

Certain credit card companies, such as Visa and
MasterCard, provide customers with a PIN

resulting in additional capital expenditures and
operating costs. Fraudsters will likely attack a
system that has a reputation for being weak, so

authorization for online purchases, which can
shift liability back to the bank if an e-commerce
firm requires the PIN for purchase. This is a

companies have an incentive to constantly invest
in innovative methods of combatting fraudulent
charges. Furthermore, violations of new and

mandated practice in the U.K., but it is not
commonly used in the U.S., which may be a factor
in the higher fraud rates experienced in the U.S. 124
E-commerce firms may be able to lower their risk
profile by supporting and providing incentives for

emerging data security regulations can affect
extraordinary expenses due to regulatory fines
and remediation requirements. Additionally,
security breaches may bring about consumer
lawsuits that increase contingent liabilities.
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As customers and regulators begin to understand

policies on customer data use. Consumers can

the security implications of customer data

respond negatively to being targeted by

generated and saved on the systems of e-

advertising or product suggestions if they are

commerce companies, and as cyber-attacks

unaware, for example, that their previous buying

continue to grow in both frequency and

patterns were being tracked. This risk of negative

sophistication, the probability and magnitude of

consumer sentiment can be mitigated when firms

these impacts are likely to increase in the future.

make their privacy policies easier for the average
consumer to understand.

The number of data security breaches, those
involving personally identifiable information, and

Companies will have to balance customers’

the number of customers affected show the

expectations of privacy with the use and

historical strength of companies’ data security

disclosure of their data, both within and outside

management and systems and the potential

the organization, and particularly the sharing of

magnitude of financial impacts from breaches,

data with third parties. Failure to manage privacy

including systems costs and litigation. The

expectations through appropriate policies and

discussion of management’s approach to

practices could affect companies’ ability to use

identifying and addressing security risks provides a

customer data to their competitive advantage.

forward-looking indication of the level of risk

Company performance in this area can be

from data security breaches.

analyzed in a cost-beneficial way through the
following direct or indirect performance metrics

Data Privacy

(see Appendix III for metrics with their full detail):
•

Large amounts of consumer data are being

Percentage of users whose customer

generated by the increasing use of e-commerce

information is collected for secondary

platforms to make purchases. Companies in this

purpose, percentage who have opted in;
and

industry must carefully manage two separate and
•

often conflicting priorities. On the one hand,

Discussion of policies and practices

companies compete on their ability to leverage

relating to behavioral advertising and

data to provide customers with relevant services

customer privacy.

and targeted advertising or product
recommendations based on their preferences and

Evidence

behavior patterns. On the other hand, the fact

E-commerce companies are becoming sensitive to

that companies have access to a wide range of

the potential for negative consumer sentiment

customer data, such as personal, demographic,

from perceived breaches of consumer privacy. In

and behavioral data, raises privacy concerns

its FY 2013 10-K filing, eBay discloses, “Any

among users and the public at large, and is

failure, or perceived failure, by us to comply with

leading to increased regulatory scrutiny from the

our posted privacy policies or with any regulatory

FTC, authorities in Europe, and other jurisdictions

requirements... [could] subject us to significant

(see the Legislative and Regulatory Trends

penalties and negative publicity, require us to

section). 125

change our business practices, increase our costs,
and adversely affect our business.” 126

These trends are driving companies to engage in
self-policing and to adopt and communicate
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A study by Carnegie Mellon University found that

site. 132 In October 2013, the E.U. introduced draft

subjects were more likely to make purchases from

rules for fines of up to €100 million or 5 percent

sites where the privacy policy was clear and

of annual global sales (whichever is greater) for

transparent. In fact, the study reveals that online

data-protection violations under revisions to the

shoppers would even be willing to pay a premium

E.U.’s privacy law (discussed in the Legislative &

for goods sold on sites with stronger privacy

Regulatory Trends section). Previously, the

policies.

maximum fine imposed on a company by privacy

127

Similarly, a recent study conducted by

McCann Truth Central found that 70 percent of

regulators was only €100,000. 133 New E.U. online

consumers surveyed worldwide were concerned

privacy directives require Internet companies to

about the erosion of personal privacy,

follow strict rules governing the collection of their

128

and a

2013 JD Power and Associates survey found that

consumers’ data. For example, consumers must

81 percent of consumers felt that they had lost all

consent to the use of cookies, which track user

control over how their data was collected and

information and data online. Additionally,

used by companies.

companies must disclose how tracking cookies are

129

Companies have to

consider their customers’ perception of their

used. Previously, consent was not needed to track

privacy policy as a key driver of customer loyalty.

consumer data. 134

Netflix’s FY2013 Form 10-K filing discusses the
company’s consideration of this risk: “In addition,

Companies operating in, or looking to expand to

if we were to disclose data about our members in

overseas markets, must contend with differing

a manner that was objectionable to them, our

forms of privacy regulations that create business

business reputation could be adversely affected,

risks. For example, Alibaba stated in its FY2014

and we could face potential legal claims that

Form 20-F, “The laws, rules and regulations of

could impact our operating results.”

other jurisdictions, such as the United States and

130

Europe, may impose more stringent or conflicting
Customer concerns have led to some companies,

requirements and penalties than those in China,

such as online shoe retailer Zappos.com, to

compliance with which could require significant

“dumb down” their search results. They attempt

resources and costs... Any failure, or perceived

to blend their sophisticated ad targeting

failure, by us to comply with our posted privacy

techniques with more generic advertising so that

policies or with any regulatory requirements or

customers don’t feel like their privacy has been

privacy protection-related laws, rules and

invaded.

regulations could result in proceedings or actions

131

against us by government entities or others. These
Furthermore, a dynamic regulatory environment

proceedings or actions may subject us to

can affect how some companies in the industry

significant penalties and negative publicity,

gather useful information on their customers and

require us to change our business practices,

can increase penalties for data privacy violations.

increase our costs and severely disrupt

Some states, such as California have implemented

our business.” 135

regulation that requires operators of commercial

Value Impact

websites to disclose how their privacy policy
responds to consumers who opt out of the online
tracking of personal information, as well as

Industry players depend on collecting user data to
target products and advertisements to consumers,

disclose whether third parties have access to
tracking consumer information on the operator’s

which can present privacy concerns that threaten
customer usage of their website. Unclear
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communication to users regarding privacy policies

opportunities companies have to leverage

and use of data for advertising or other purposes

customer data, which can drive revenues.

is likely to affect company reputation and brand
value. Companies are likely to face erosion of
their customer base as a result, with an impact on
market share and revenue.

HUMAN CAPITAL
Human capital addresses the management of a
company’s human resources (employees and

Violations of new and emerging data privacy

individual contractors), as a key asset to delivering

regulations can result in fines that reduce

long-term value. It includes factors that affect the

company profitability, with chronic violations

productivity of employees, such as employee

resulting in increased government pressure and
reputational risks. Violations could also result in
regulatory action that forces companies to change
their business practices, imposing a new cost

engagement, diversity, incentives, and
compensation, as well as the attraction and
retention of employees in highly competitive or
constrained markets for specific talent, skills, or

burden, or limiting their use of customer data.

education. It also addresses the management of

Such limitations could affect company growth
potential. The level of data privacy regulation in
new markets may further preempt growth

labor relations in industries that rely on economies
of scale and compete on the price of products
and services. Finally, it includes the management

opportunities that reduce revenue potential.

of the health and safety of employees and the

Without clear policies and communications on the

ability to create a safety culture within companies

use of customer data, companies also expose

that operate in dangerous working environments.

themselves to the risk of litigation, which could

The E-Commerce industry is playing an increasing

generate significant liabilities.

role in modern economies. Companies thus

As customers and regulators begin to understand

require experienced and talented employees to

and respond to the privacy implications of

develop and advance their technology offerings

customer data generated and saved on the

and capabilities. These requirements for talent,

systems of e-commerce companies, the

along with the projected growth of the industry,

probability and magnitude of these impacts are

have raised talent-shortage concerns for

likely to increase in the future.

companies, particularly positions associated with
the STEM disciplines. This skills shortage

Disclosure of the percentage of customers’

influences a company’s decisions regarding

information that is collected for secondary

developing or recruiting from domestic talent

purposes and those who opt in can highlight

pools and recruiting foreign employees. It also

potential risks for companies that may use

affects companies’ ability to ensure diversity in

customer data without permission. Additionally,

their workforces. An e-commerce company’s

this provides insight into revenue opportunities

employee recruitment, inclusion, and engagement

associated with a company’s ability to leverage

practices and policies directly influence the results

customer data. Disclosure on a company’s policies

of its operations, while also having implications

associated with the collection and use of data can

for the development of human capital resources

provide analysts with a clearer picture of the

in modern economies.

potential brand and regulatory risks to which
companies may be exposed, as well as

I N D U S T R Y B R I E F | E - C O M M E R C E | 23

Employee Recruitment,
Inclusion, and Performance

and negative pressure on wages in the host

Firms in this industry rely on, and compete for, a

the stability and growth of their migrant

scarce number of employees with highly technical

workforce in the context of social tensions,

STEM skill sets. The ability to recruit and retain

immigration policy changes, and protectionist tax

highly skilled employees is of the utmost

or trade policies. In the U.S., in particular, this can

importance in a field where technological

play out in the form of the limitations on and risks

innovation is a vital part of gaining a competitive

of recruiting employees on an H-1B (work) visa.

edge and increasing market share.

country. 138 As a result, companies in the ECommerce industry can face uncertainties about

136

Companies can manage risks associated with
While the number of job openings in the E-

obtaining visas for foreign workers through

Commerce industry is growing, companies are

appropriate hiring practices and planning.

finding it difficult to recruit qualified employees to

Companies are also often engaged in lobbying

fill software engineering and research positions.

efforts to showcase to policymakers their need for

This is due in part to a shortage of qualified STEM

foreign workers and the benefits of a migrant

workers in the U.S. and leads to intense

workforce to the economy. In addition,

competition among e-commerce, software and IT

companies can provide funding or undertake

services, and Internet media and services

other actions to improve education and training

companies to acquire highly skilled employees.

of the domestic workforce to secure the required

This competition for talent and the search for

STEM skills in the future.

innovation opportunities present several interrelated sustainability challenges regarding human

The industry is currently lagging in diversity,

capital that companies must manage, including

characterized by the relatively low representation

risks related to recruiting foreign employees,

of women and minority groups in the workforce,

ensuring diversity in the workforce, and

particularly in leadership positions. Recruiting and

employing policies to protect employee work-life

developing a more diverse talent pool can not

balance while enhancing productivity.

only help alleviate the STEM talent shortage but
also improve the value of a company’s offerings.

Currently, industry CEOs feel that there is a lack
of sufficient talent in their companies to fulfill the

Greater workforce diversity is important for

company’s mission.

innovation and helps companies understand the

137

To respond to the domestic

talent shortages for STEM-based skills, companies

needs of their diverse customer base, which

are actively recruiting foreign nationals for their

better enables them to design and showcase

domestic operations. Recruitment of foreign

desirable products and services and communicate

workers can create social tensions in both the

effectively with customers. For e-commerce firms,

host and home countries, as the broader societal

the need for innovation and the ability to

impacts of migration are not always fully

understand the present and future buying

understood. While the migration of skilled labor

patterns and preferences of customers around the

benefits the migrating worker, overall, the issue is

world makes this an important issue.

typically perceived in terms of its negative
impacts, which could include the “brain drain” of
workers over the long term in the home country

Companies are constrained by low diversity in
STEM education and training in the domestic
economy. However, companies can take certain
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actions to address these constraints and provide

•

Percentage of gender and racial/ethnic

equal career progression opportunities for their

group representation for executives,

employees. These include efforts to recruit and

technical staff, and all others;

develop a diverse and inclusive workforce that at

•

least reflects the makeup of local talent pools and
their customers, provide adequate career support
to traditionally underrepresented employees, and
discourage implicit biases in promotions. Those

Percentage of technical employees who
are H-1B visa holders; and

•

Percentage of successful H-1B visa
applications.

companies that implement policies to develop a

Evidence

diverse and inclusive workforce have the potential

Innovations in technology to improve customer

to enhance innovation opportunities that can

experience and provide relevant goods and

provide shareholder value over the long term.

services are an important determinant of the

Generally, in the context of competition for scarce
talent, companies offer significant monetary and
nonmonetary benefits to attract employees and to
improve employee engagement and, therefore,

competitiveness of e-commerce companies. Such
innovation requires technical positions that often
did not exist a decade ago, such as roles for data
scientists to create algorithms that intelligently
suggest goods to customers. However, there is

retention and productivity. Flexible working

currently a deficit of 190,000 qualified data

arrangements are typical in the industry, which
may support and respect personal needs, leading
to greater employee satisfaction and

scientists, meaning that the current potential
workforce has to rise by 60 percent to meet
demand. 139 In the short to medium term, before

commitment, but can have the potential to

the supply of qualified candidates can meet

negatively affect work-life balance. Companies
that manage this tradeoff effectively and create a
working environment that is conducive to

demand, the firms that are able to attract and
retain the best technical employees can gain
significant competitive advantage.

improved employee satisfaction and long-term
productivity will likely be able to improve

A 2012 report by Forrester Research found that

employee retention. These policies might also

only 17 percent of e-commerce executives say

influence the recruitment and retention of a more

they felt that they currently had the proper staff

diverse workforce.

in place, 140 suggesting that companies’ growth in
this industry is being held back by a lack of skilled

Company performance in this area can be

employees and applicants. 141 E-commerce

analyzed in a cost-beneficial way through the
following direct or indirect performance metrics
(see Appendix III for metrics with their full detail):
•

Employee engagement as a percentage;

•

Voluntary and involuntary employee

companies are finding it difficult to obtain highly
skilled and creative software engineers and
computer research scientists, and regularly
compete with other technology companies to
attract and retain top talent. Between 2010 and
2020, the number of additional annual computing

turnover;

jobs in the U.S. that will require at least a
bachelor’s degree VIII is expected to be around
120,000; in 2010, however, only approximately

VIII

This refers to overall computing jobs, not limited to software
developers or information research scientists.
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60,000 bachelor’s, master’s and PhD degrees

top companies in terms of the highest number of

were awarded in computer science in the U.S. 142

requests of H-1B visas in 2014. 147

The overall number of STEM degrees awarded has

While companies in this industry make efforts to

slightly increased, while the overall share of

recruit qualified workers, they may also benefit

bachelor’s degrees awarded to STEM fields has

from improving levels of diversity throughout the

shrunk to 15.6 percent in the U.S. This rate

organization, which may help to attract and retain

compares poorly with that in China, which

qualified employees. Currently, overall industry

awarded 46.7 percent of its degrees to STEM

performance on diversity is relatively poor.

fields, along with South Korea, at 37.8 percent;

Amazon has been publicly criticized for not

and Germany, at 28.1 percent. 143 This shortage is

having enough women in management roles 148

due to a number of factors, including student

and has faced calls for the release of diversity

interest and limited number of STEM teachers. A

data. 149 Other firms, such as eBay, voluntarily

Business Higher Education Forum study concluded

disclose diversity data and have been publicly

that bolstering student interest in these fields at a

commended for having relatively better diversity

young age is critically important but that

numbers than their tech industry peers. However,

strengthening STEM undergraduate programs in

eBay admits that more work is needed, as its

the near term is the best method for improving

workforce does not mirror its consumer base. 150

employers’ STEM workforce needs in the short
In leadership and technical roles, the E-Commerce

term. 144

industry reflects the technology sector’s skew
All five of the representative companies in this

toward white and Asian male employees. Among

industry (see Appendix I) list the ability to retain

tech employees at eBay, 40 percent are white and

and scout top talent in the risk factors section of

45 percent are Asian, while only 2 percent are

their 10-K or 20-F forms.

145

Specifically, eBay

black and 2 percent are Hispanic. Women hold

stated in its FY2014 Form 10-K, “Our success

only 24 percent of tech roles. In leadership roles,

largely depends on key personnel. Because

72 percent of employees are white and 23

competition for our key employees is intense, we

percent are Asian, with 2 percent Hispanic and 2

may not be able to attract, retain, and develop

percent black employees in these roles, as well.

the highly skilled employees we need to support

Women currently represent 28 percent of

our business. The loss of senior management or

leadership positions. 151 In part, this discrepancy is

other key personnel could negatively affect our

due to the lack of qualified women and minority

business.”

candidates. A recent study by the Computing

146

Research Center determined that a typical
Technology companies, including those in this

computer and information science undergraduate

industry, are employing various measures to

class at U.S. universities is about 87 percent men,

address the domestic skills shortage, including

66 percent white, 15 percent Asian, 6 percent

recruiting foreign nationals. Computer

Hispanic, and 4 percent African American. 152

occupations account for almost three-quarters of
STEM requests and 50 percent of all requests for

Although it is difficult to establish general

capped H-1B foreign worker visas, which are

causality between employee diversity and

limited by annual quotas. Amazon was among the

profitability in the economy, academic studies
suggest that diversity is likely to add value for
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high-tech, knowledge-intensive industries such as

levels of the organization to better cater to

E-Commerce, in which companies rely heavily on

customer needs and inspire innovation. The CIO

quick adaptations to new technologies as a way

of eBay stated that employees are the number-

to differentiate themselves from competition and

one asset at the company. eBay employees devote

gain market share. A 2013 working paper

one day a month to reflect on and consider

synthesizing research on the impacts of diversity

problems the company should be solving—thus

on productivity, wages, and profits found that

allowing for innovative ideas and solutions to

when gender diversity increases by one standard

internal and external business issues. eBay also

deviation in high tech or knowledge-intensive

attempts to better engage women employees and

firms, productivity increases, on average, by

develop the next generation of women leaders,

between 2.5 and 6 percent. This can be explained

stating that diversity in executive positions leads

by research suggesting that firms that depend on

to better business outcomes. 156 In 2010, eBay

innovations and whose activities involve complex

started an internal program, the Women’s

tasks are likely to benefit more from diversity than

Initiative Network, to increase the number of

traditional firms. The paper concludes that

women in leadership roles. 157 While the program

effective diversity management, such that the

helped the company double the number of

benefits of a more diverse workforce outweigh

women in leadership roles, eBay acknowledges

the costs, is critical for a firm’s success. For

that it is far from reaching its goal, as men still

increased productivity to translate into higher

held 72 percent of leadership roles as of June 30,

profitability, “the gains of a more diverse

2014. 158

workforce in terms of complementary skills and
information sets” need to outweigh “additional

Continued public scrutiny, especially from groups

costs related to communication and conflicts.”

who are specifically calling for reformed diversity

153

policies at technology firms, 159 will likely see more
A diverse and inclusive workforce is increasingly

firms voluntarily disclosing their diversity numbers.

being recognized in human resources literature as

This growing transparency will also likely bring

contributing to company value. Recent research

increasing public criticism to any firm that fails to

suggests that companies that effectively manage

promote a sufficiently diverse workplace, with

gender diversity, especially at the leadership

reputational implications and possible impacts on

levels, outperform their peers. For example, those

market share.

companies with a sustained high representation
of women on their board of directors

Besides focusing on improving diversity, some

outperformed those with a sustained low

companies in the industry also provide flexible

representation by 46 percent on return on

working arrangements and other amenities to

equity.

enhance employee satisfaction and engagement

154

In a survey of 321 executives from

global companies with annual revenues of more

and, therefore, improve recruitment and

than $500 million, 85 percent of respondents

retention. Reports suggest that tech companies

agreed that a diverse and inclusive workforce

have the highest rates of turnover among all

provides different perspectives and ideas that

industries surveyed. For example, Amazon has a

foster innovation. 155

median employee tenure of one year, making it
tied for second with the highest turnover rate

Companies recognize the need to engage

among Fortune 500 companies. 160

employees and promote diversity through all
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A study on work-life balance among software

and managing a diverse, inclusive, and skilled

employees discusses their long hours and

workforce can influence their revenue-generation

expectations of flexible working arrangements,

ability and cost structure.

autonomy, and significant rewards in return. The
study concludes that time flexibility,

Performance on recruiting and managing STEM-

organizational support for nonwork commitments

qualified employees and ensuring workforce

in terms of their effect on career advancement,

diversity can lead to value creation in the long

and low negative work-life spillover are all

term through more innovation and a superior

associated with greater trust in the organization,

ability to cater to a diverse customer base. This

organizational commitment, and satisfaction with

can have an impact on a company’s ability to

pay, supervision, and career prospects. Evidence

capture new customers, which leads to greater

not specific to the industry suggests a relationship

market share. It can also influence companies’

between these attitudes and actual employee

reputation and their ability to attract employees.

turnover. The study also highlights continued

A company’s effective management of its human

negative attitudes toward workers taking

capital can serve to lower its operating costs

advantage of family-friendly benefits like parental

related to recruiting, developing, and retaining

leave, which could affect the careers of women

employees. As an increasing number of other

and those with care responsibilities.

industries and e-commerce companies compete

161

for STEM-qualified workers and the debate on
Therefore, employee-engagement initiatives and

immigration policies continues to evolve, the

flexibility in working conditions might influence

probability and magnitude of these impacts are

the recruitment and retention of a more diverse

likely to grow in the future.

workforce, in addition to improving employee
productivity more generally. The opportunity of

Disclosure of the percentage of H-1B visa holders

improving worker satisfaction has become

within a company and the percentage of

particularly evident at Amazon, which has been

successful applications can highlight a company’s

criticized in the media for its treatment of workers

risk exposure to new regulation, as well as its

and lack of a flexible work environment, which

ability to fill labor shortage gaps in the short term.

has led to lawsuits, and disgruntled workers.

Employee engagement and turnover rates indicate

While the company has been in favor with

a company’s ability to retain its talented and in-

investors, it is questioned over whether its alleged

demand workforce. High turnover rates can be

treatment of workers is a sustainable strategy in

costly, while strengthening engagement can

the long term. 162 Employees have asked the

improve talent retention. Disclosure around

company for changes to their current working

diversity can provide insight into a company’s

conditions and policies that “burn out”

ability to generate innovative ideas and to meet

employees. 163

the needs of a broad base of customers, which
can lead to long-term revenue growth. Low

Value Impact

diversity performance may be indicative of

As the industry is experiencing a shortage in the
number of qualified STEM workers, initiatives to

potential reputational harm and legal risks
associated with discrimination.

improve the recruitment and retention of talented
workers may lead to a competitive advantage. Ecommerce companies’ performance in recruiting
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APPENDIX I
FIVE REPRESENTATIVE E-COMMERCE COMPANIES IX
COMPANY NAME (TICKER SYMBOL)

Amazon.com Inc. (AMZN)
Alibaba Group Holding—ADR (BABA)
eBay Inc. (EBAY)
Netflix Inc. (NFLX)
Land’s End Inc. (LE)

IX

This list includes five companies representative of the E-Commerce industry and its activities. This includes only companies for which
the E-Commerce industry is the primary industry, companies that are U.S.-listed but are not primarily traded over the counter (OTC), and
companies for which at least 20 percent of revenue is generated by activities in this industry, according to the latest information available
on Bloomberg Professional Services. Retrieved on July 1, 2015.
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APPENDIX IIA:
Evidence for Sustainability Disclosure Topics

Sustainability
Disclosure
Topics

EVIDENCE OF
FINANCIAL IMPACT

EVIDENCE OF INTEREST

HM
(1-100)

IWGs
%

Priority

EI

Revenue &
Cost

Asset &
Liabilities

FORWARD-LOOKING IMPACT

Cost of
Capital

EFI

Probability &
Magnitude

Externalities

•

Medium

•

Yes

FLI

Energy & Water
Footprint of
Hardware
Infrastructure

21

94

4

Medium

•

Logistics &
Packaging
Efficiency

17

94

3

Medium

•

•

•

Medium

•

Yes

Data Security &
Fraud Protection

63*

94

1

High

•

•

•

High

•

Yes

Data Privacy

63*

94

2

High

•

•

High

•

Yes

Employee
Recruitment,
Inclusion, and
Performance

33

65

5

Medium

•

•

High

•

Yes

HM: Heat Map, a score out of 100 indicating the relative importance of the topic among SASB’s initial list of 43 generic sustainability issues; asterisks indicate
“top issues.” The score is based on the frequency of relevant keywords in documents (i.e., 10-Ks, 20-Fs, shareholder resolutions, legal news, news articles, and
corporate sustainability reports) that are available on the Bloomberg terminal for the industry’s publicly-listed companies; issues for which keyword frequency is
in the top quartile are “top issues.”
IWGs: SASB Industry Working Groups
%: The percentage of IWG participants that found the disclosure topic to likely constitute material information for companies in the industry. (-) denotes that
the issue was added after the IWG was convened.
Priority: Average ranking of the issue in terms of importance. One denotes the most important issue. (-) denotes that the issue was added after the IWG was
convened.
EI: Evidence of Interest, a subjective assessment based on quantitative and qualitative findings.
EFI: Evidence of Financial Impact, a subjective assessment based on quantitative and qualitative findings.
FLI: Forward Looking Impact, a subjective assessment on the presence of a material forward-looking impact.
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APPENDIX IIB:
Evidence of Financial Impact for Sustainability Disclosure Topics

REVENUE & EXPENSES
Evidence of
Revenue

Financial Impact

Operating Expenses

Market Share New Markets Pricing Power

Energy & Water
Footprint of
Hardware
Infrastructure

Cost of
Revenue

R&D

ASSETS & LIABILITIES
Non-operating
Expenses

CapEx

•

•

Logistics &
Packaging
Efficiency

•

•

•

Data Security &
Fraud Protection

•

•

•

Data Privacy

•

•

Employee
Recruitment,
Inclusion, and
Performance

•

•

MEDIUM IM PAC T

Extraordinary
Expenses

Assets

Tangible
Assets

RISK PROFILE

Liabilities

Intangible
Assets

Contingent
Liabilities &
Provisions

Pension
& Other
Liabilities

Cost of
Capital

Industry
Divestment
Risk

•

•

•

•

•

•

•

•

•

•

•

HIG H IM PAC T
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APPENDIX III: Sustainability Accounting Metrics | E-Commerce

TOPIC

Energy
& Water
Footprint of
Hardware
Infrastructure

Logistics &
Packaging
Efficiency

Data Security
& Fraud
Protection

Data Privacy

Employee
Recruitment,
Inclusion, and
Performance

*

ACCOUNTING METRIC

CATEGORY

UNIT OF
MEASURE

CODE

Total energy consumed, percentage grid electricity,
percentage renewable energy

Quantitative

Gigajoules (GJ),
Percentage (%)

CN0404-01

(1) Total water withdrawn and (2) total water
consumed, percentage of each in regions with High or
Extremely High Baseline Water Stress

Quantitative

Cubic meters
(m3), Percentage
(%)

CN0404-02

Description of the integration of environmental
considerations into strategic planning for data center
needs

Discussion and
Analysis

n/a

CN0404-03

Total greenhouse gas (GHG) footprint of product
shipments

Quantitative

Metrics tons
CO2-e

CN0404-04

Description of strategies to reduce the environmental
impact of product delivery

Discussion and
Analysis

n/a

CN0404-05

Discussion of management approach to identifying and
addressing data security risks

Discussion and
Analysis

n/a

CN0404-06

Number of data security breaches, percentage involving
customers’ personally identifiable information (PII),
number of customers affected*

Quantitative

Number,
Percentage (%)

CN0404-07

Percentage of users whose customer information is
collected for secondary purposes, percentage who have
opted in

Quantitative

Percentage (%)

CN0404-08

Discussion of policies and practices relating to
behavioral advertising and customer privacy

Discussion and
Analysis

n/a

CN0404-09

Employee engagement as a percentage**

Quantitative

Percentage (%)

CN0404-10

(1) Voluntary and (2) involuntary employee turnover
rate

Quantitative

Rate

CN0404-11

Percentage of gender and racial/ethnic group
representation for (1) executives, (2) technical staff, and
(3) all others

Quantitative

Percentage (%)

CN0404-12

Percentage of technical employees who are H-1B visa
holders

Quantitative

Percentage (%)

CN0404-13

Percentage of successful H-1B visa applications

Quantitative

Percentage (%)

CN0404-14

Note to CN0404-07—Disclosure shall include a description of corrective actions implemented in response to data security breaches or threats.

**

Note to CN0404-10—Disclosure shall include a description of the methodology employed
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APPENDIX IV: Analysis of SEC Disclosures | E-Commerce
The following graph demonstrates an aggregate assessment of how representative U.S.-listed E-Commerce companies
are currently reporting on sustainability topics in their SEC annual filings.

TYPE OF DISCLOSURE ON SUSTAINABILITY TOPICS
0%

E-Commerce

10%

20% 30% 40% 50% 60% 70% 80% 90% 100%

Energy & Water Footprint of Hardware Infrastructure

94%

Logistics & Packaging Efficiency

94%

Data Security & Fraud Protection

94%

Data Privacy

94%

Employee Recruitment, Inclusion, and Performance

65%

IWG Feedback*

N O DIS C L OS UR E

B OIL ER P LAT E

I ND U S T RY- S P EC I FI C

M ET R I C S

*Percentage of IWG participants that agreed topic was likely to constitute material information for companies in the industry.
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