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Item 7. MANAGEMENT’S DISCUSSION AND ANALYSIS OF FINANCIAL CONDITION 

AND RESULTS OF OPERATIONS 

 

Sustainability Performance  

Overview  
The Board of Directors has delegated to the Integrated Sustainability Review Committee 

matters relating to corporate governance and responsibility for promoting sustainable management of 

the Company’s activities. The Committee reviews internal compliance with sustainability codes and 

principles across all business units, supervises compliance with environmental, health and safety 

matters, conducts scenario planning for impacts related to environmental and social trends and 

uncertainties, and assists the Board of Directors in determining material sustainability issues for 

disclosure herein.   

The Company conducted an assessment to determine sustainability-related risks and 

opportunities it faces using the Sustainability Accounting Standards Board’s (SASB) Sustainability 

Accounting Standard – Software & IT Services (TC0102).  We determined that all disclosure topics 

identified by SASB represent trends and uncertainties that may have material impacts on the financial 

http://www.sasb.org/helpdesk


condition or operational performance of the Company. The following is a discussion and disclosure of 

our performance on six sustainability topics. For ease of interpretation Table 1, below, summarizes all 

quantitative metrics presented throughout this section.                

 

 

 

Environmental Footprint of Hardware Infrastructure 

 

Energy consumption in data centers 

The Company performed a comprehensive enterprise-wide energy audit in 2011 that 

determined that more than 50 percent of electricity consumption takes place in our data 

centers.  This fact, accompanied by our growing data processing and data storage needs, has 

made data center efficiency a priority. We have taken steps to expand our use of on-site 

renewable energy (solar and biomass energy) in order to reduce our reliance on the energy grid 

which is dominated by fossil fuel and nuclear energy sources and to support an emerging 

Table 1. Summary of Quantitative Accounting Metrics 
 

Year Ended December 31,  

Disclosure Topic Metric 2011 2012 2013 

Environmental Footprint 

of Hardware 

Infrastructure 

 

 

 

 

Total energy consumed (terajoules) 1,837 1,875 1,906 

Percentage grid electricity 58% 56% 49% 

Percentage renewable energy 5% 12% 18% 

Total water withdrawn (1000 m3) 7967 812 801 

Percentage recycled water 10% 18% 25% 

Percentage water withdrawn in regions with High or 

Extremely High Baseline Water Stress 
15% 18% 20% 

Data Privacy & Freedom 

of Expression 

 

Percentage of users whose customer information is 

collected for secondary purposes 
30% 42% 45% 

Percentage of customers who have opted-in 10% 12% 20% 

Fines and settlements associated with customer 

privacy (dollars in millions) 
$1.3 $2.0 $10.0 

Number of government or law enforcement requests 

for customer information 
18,257 21,389 27,477 

Percentage of requests resulting in disclosure 70% 66% 64% 

Data Security Number of data security breaches  3,240   5,546 5,268 

 
Percentage involving customers’ personally 

identifiable information 
2.1%   1.8% 1.4% 

Recruiting & Managing a 

Global, Diverse Skilled 

Workforce 

 

Percentage of employees that are foreign nationals 8% 10% 20% 

Percentage of employees that are located offshore 25% 34% 45% 

Percentage of employee engagement 48%     64% 72% 

Gender and racial/ethnic group representation See Table 2 

Managing Systemic Risks 

from Technology 

Disruptions 

Number of performance issues 50 58 42 

Customer service disruptions (in days of downtime) 3 5 10 

Intellectual Property 

Protection & Competitive 

Behavior 

Number of patent litigation cases 1 5 3 

Number successful 1 2 1 

Number as patent holder 1 3 2 

Fines and settlements associated with anti-competitive 

practices (dollars in billions) 
$1.0 $1.2 $1.7 



market for renewable energy. which is a priority for many of our customers.  

 

 

 

 

  

 

 

Total water withdrawn 

For FY13 over 79 percent of the water withdrawal data were compiled from reliable 

water bills and water meter readings. As in the past, the remaining annual corporate water 

consumption was estimated using a water intensity factor calculated by benchmarking 

consumption at the Company’s facilities that are subject to metering. The Company continued 

to expand our water recycling capacity due to the fact that several of our data centers are 

located in regions of high baseline water stress, which may pose a risk to availability and 

increased water costs in the future.   

 

 

 

 

 

 

 

 

 

Integration of environmental considerations to strategic planning for data center needs 

 

During FY13, the Company used the World Resource Institute’s (WRI) Aqueduct tool 

to identify which of our data centers are located in regions that face the highest level of water 

related risk. The Company will use the results of this analysis to target our future investment 

in water conservation towards these sites. In addition, in FY15, we will begin to track water 

consumption data for all of our owned facilities and most of the larger facilities that we lease. 

The Company will use the World Business Council on Sustainable Development’s Global 

Water Tool to analyze our operations and calculate our water footprint in water-stressed areas. 

The Company will also launch water conservation and protection programs that we will 

implement across our portfolio, which will include evaluating cooling tower water recycling 

and alternative water treatment options. The Company takes a holistic view of energy and 

 Year Ended December 31,  

Metric 2011 2012 2013 

Total energy consumed (gigajoules) 1,837,227 1,874,568 1.904,836 

Percentage grid electricity  58%   56% 49% 

Percentage renewable energy  5%   12% 18% 

 Year Ended December 31,  

Metric 2011 2012 2013 

Total water withdrawn (m3) 796,610 811,675 801,253 

Percentage recycled  10%   18% 25% 

Percentage in regions with High or Extremely High 

Baseline Water Stress  
15%   18% 20% 



water use and the resulting carbon emissions, and thus focuses on driving efficiencies in our 

products and operations. For example, applying free air-cooling technology has allowed the 

Company to reduce the amount of energy and water consumed in our data centers and labs. 

Looking forward, the Company has started to conduct a deeper analysis to further understand 

the links and trade-offs between water usage and carbon emissions. The Company plans to use 

the findings to develop strategies to help minimize our overall impact on the environment. 

 

Data Privacy & Freedom of Expression 

 

Policies and practices relating to collection, usage, and retention of customers’ 

information and personally identifiable information  

 

The Company prioritizes the privacy of our customers and the end users of their 

products, so we design and operate our services with the protection of our customers’ privacy 

in mind. The Company’s Privacy Policy, posted prominently on our website, explains how 

customers’ personal information and data generated by their end users’ is collected, used, and 

disclosed by the Company, its subsidiaries, and affiliated companies. This Policy applies to the 

websites provided by the Company and its services outlined on the web page. In addition, 

Dynamic View, our new cloud storage platform, is facing stricter regulations, including for 

privacy and data security. The Company is also expanding this and other existing products to 

countries that have more stringent data protection laws than those in the U.S. There is a risk 

that these business activities will increase the Company’s liability exposure, compliance 

requirements, and technology costs associated with maintaining an elevated level of privacy. 

Any perception that our practices or products constitute an invasion of privacy, whether or not 

they are consistent with current regulations and industry practices, may subject us to public 

criticism, class action lawsuits, reputational harm or claims by regulators, industry groups, or 

other third parties, all of which could disrupt our business and expose us to increased liability. 

Additionally, both laws regulating privacy, as well as third-party products addressing 

perceived privacy concerns could affect the functionality of and demand for our products, 

thereby harming our revenues. 

 

Customer information collected for secondary purpose 

 

On behalf of certain of our customers using some of our services, the Company 

collects and stores information derived from the activities of website visitors, which may 

include anonymous or personal information. This enables the Company to provide such 

customers with reports on aggregated anonymous or personal information from and about the 

visitors to their websites in the manner specifically directed by each such individual customer. 

Federal, state and foreign governments and agencies have adopted or are considering adopting 

laws regarding the collection, use and disclosure of this information. Our compliance with 

privacy laws and regulations and our reputation among the public body of website visitors 

depends in part on customers' adherence to privacy laws and regulations and their use of our 

services in ways consistent with visitors' expectations. We also rely on representations made to 

us by customers that their own use of our services and the information they provide to us via 

our services do not violate any applicable privacy laws, rules, and regulations or their own 

privacy policies. We ask customers to represent to us that they provide their website visitors 

the opportunity to “opt-out” of the information collection associated with our services, as 

applicable. We do not formally audit such customers to confirm compliance with these 

representations. If these representations are false or if such customers do not otherwise comply 

with applicable privacy laws, we could face potentially adverse publicity and possible legal or 



other regulatory action. 

 

 

 

 

 

 
 

Legal and regulatory fines and settlements associated with customer privacy 

The Company is a defendant in a putative class action, which was filed following the 

theft of computer backup tapes from a Company vehicle. An employee was transporting the 

backup tapes between customer facilities under an IT services contract the Company was 

performing in support of a customer’s healthcare program. The tapes contained personally 

identifiable and protected health information of approximately two million individual. There is 

no evidence that any of the data on the backup tapes has actually been accessed or viewed by 

an unauthorized person. In order for an unauthorized person to access or view the data on the 

backup tapes, that person would need to have knowledge of and access to specific hardware 

and software and knowledge of the system and data structure. The Company has notified 

potentially impacted persons by letter and has offered one year of credit monitoring services to 

those who request these services and in certain circumstances, one year of identity restoration 

services. 

 

 

 

 

 
 

Government and law enforcement requests for customer information 

The Company regularly receives requests from governments and courts around the 

world to hand over user data. We publicly disclose via our website the number of requests we 

receive from each government in six-month periods with certain limitations that are detailed 

on our website. Usage of our services has increased every year, and so have the user data 

request numbers.  

 

 

 

 

 

 

 

 Year Ended December 31,  

Metric 2011 2012 2013 

Percentage of users whose customer information is collected for 

secondary purpose 
30% 42% 45% 

Percentage of customers who have opted-in 

 
10% 12% 20% 

 Year Ended December 31,  

Metric 2011 2012 2013 

Amount of legal and regulatory fines and settlements associated 

with customer privacy (dollars in millions) 
$1.3   $2.0 $10.0 

 Year Ended December 31,  

Metric 2011 2012 2013 

Number of government or law enforcement requests 

for customer information 
18,257 21,389 27,477 

Percentage resulting in disclosure 70%   66% 64% 



Countries where core products or services are subject to government-required 

monitoring, blocking, content filtering, or censoring 

In 2013, government-required monitoring, blocking, content filtering and/or censoring 

occurred in 10 countries: China, Egypt, Syria, Tunisia, United States, India, Saudi Arabia, 

Australia, Russia and Libya.  

Just like any other global company, we must ensure that our local country sites operate 

within the laws, regulations, and customs of the country in which they are based. The 

Company acts every day to promote and expand free expression online and increase global 

access to information. As new technology dissolves borders and empowers individuals with 

more robust free expression tools and greater access to information, we believe that 

governments, companies, and individuals must work together to protect the right to online free 

expression. However, the Company has become a regular focus of governmental efforts to 

limit individual expression because our technologies and services enable every person with an 

Internet connection to speak to a worldwide audience. More than 25 governments have 

blocked our services over the past few years. This has been most apparent in countries like 

Iran and Syria where our online platforms that we support for our customers, such as 

VideoBlurb and ChatPass, may be the only means for speech to emerge from communities 

closed off by authoritarian governments – particularly in times of political unrest. When 

governments block a legitimate Internet site, such as ours, impose improper licensing 

conditions, or erect other barriers, they impede technology and the ability of the Company and 

other companies to provide core services. Future revenues and growth opportunities may be 

threatened if an increasing number of government block the Company’s products and services. 

The Company believes that governments should work to craft new international rules to better 

discipline actions that impede the free flow of information over the Internet. We need forward-

looking rules that establish a clear presumption in favor of the free flow of information online, 

and provide maximum protection against the trade barriers of the new technology era.  

Data Security 

 

Data security breaches 

 

In February 2013, as many as 450,000 user names and passwords were stolen from one of 

the Company’s sites. Hackers were successful in obtaining a file containing login credentials 

for the Company and other accounts from our site featuring customer data, videos and 

slideshows. The Company took immediate action to address the vulnerability that led to the 

disclosure of this data, changing the passwords of the affected our users and notifying the 

companies whose users accounts may have been compromised. The Company continues to 

evaluate and implement enhancements in security technology and practices. However, we can 

only take steps to help reduce, not eliminate, the risks of unauthorized access. 

 

 

 

 

 

 

Management approach to identifying and addressing data security risks 

 

Our software products and website may be subject to intentional disruption that could 

adversely impact our reputation and future sales. Despite our precautions and significant 

 Year Ended December 31,  

Metric 2011 2012 2013 

Number of data security breaches 3,240      5,546 5,268 

Percentage involving customers’ personally 

identifiable information 
2.1%      1.8% 1.4% 



ongoing investments to protect against security risks, data protection breaches, cyber-attacks 

and other intentional disruptions of our products and offerings, we expect to be an ongoing 

target of attacks specifically designed to impede the performance of our products and offerings 

and harm our reputation as a company. Similarly, experienced computer programmers may 

attempt to penetrate our network security or the security of our website and misappropriate 

proprietary information or cause interruptions of our services. Because the techniques used by 

such computer programmers to access or sabotage networks change frequently and may not be 

recognized until launched against a target, we may be unable to anticipate these techniques. 

The theft or unauthorized use or publication of our trade secrets and other confidential 

business information as a result of such an event could adversely affect our competitive 

position, reputation, brand, and future sales of our products, and our customers may assert 

claims against us related to resulting losses of confidential or proprietary information. Our 

business could be subject to significant disruption, and we could suffer monetary and other 

losses and reputational harm, in the event of such incidents and claims. The Company has 

taken the following security measures: 

 

 Secure Socket Layer (SSL) 

The Company uses SSL encryption when transmitting certain kinds of information, such 
as financial services information or payment information.    

 Security Key 

The Company’s Security Key is an additional optional layer of security to control access 

to sensitive information or services on our site. Users of our financial services are asked to 

create a security key during the sign-up process or when they purchase certain products or 

services. The Security Key automatically "times out" after an hour and requires the user to 

sign in again to access Security Key protected areas.    

 

 Secure Storage 

The Company maintains reasonable physical, electronic, and procedural safeguards that 

comply with federal regulations to protect personal information about its users.    

 

 Vendors and Partners 

We work with vendors and partners to protect the security and privacy of user information. 

   

 Employee and Contractor Access to Information 

The Company limits access to personal information about its users to those employees 

who we reasonably believe need to come into contact with that information to provide 

products or services to the user or in order to do their jobs.    

 

 Education and Training for Employees 

The Company has implemented a company-wide education and training program about 

security that is required of every employee. 

 

Recruiting & Managing a Global, Diverse Skilled Workforce 

 

Employees that are (1) foreign nationals and (2) located offshore 

Our business is based on successfully attracting and retaining talented employees. The 

Company focuses on improving cost structure by hiring personnel in countries where 

advanced technical expertise is available at lower costs, but we are limited in our ability to 



recruit internationally by restrictive domestic immigration laws. If we are less successful in 

our recruiting efforts, or if we are unable to retain key employees, our ability to develop and 

deliver successful products and services may be adversely affected. The markets we serve are 

highly competitive and competition for skilled employees in the technology outsourcing and 

consulting and systems integration markets is intense for both on-shore and offshore locales. 

The loss of personnel could impair our ability to perform under certain of our contracts, which 

could have a material adverse effect on our consolidated financial position, results of 

operations, and cash flows. In addition, our ability to perform services for certain of our 

government clients is dependent on our ability to maintain necessary security clearances. 

The competition for qualified personnel who possess security clearance is very strong in 

certain public sector markets. In the event that a government customer were to revoke the 

facility and/or personnel clearances of all or substantially all of the employees performing 

work under a classified contract, such revocation could be grounds for termination of the 

contract by the government customer. Similarly, if the Company is unable to hire sufficient 

qualified and cleared personnel to meet contractual commitments, a contract could be 

terminated for non-performance. 

 

 

 

 

 

 

 

Employee engagement 

In January 2011, the Company conducted its first company-wide employee 

engagement survey using Survey Monkey. This was a result of a noticeable increase in our 

turnover rate. Since then, the Company has reviewed exit interviews to identify key 

complaints and recurring themes. We have adjusted the questions on subsequent surveys to 

reflect these findings. For example, a key theme found in our exit interviews in 2012 was that 

employees felt their views were not heard or valued by management. In response, management 

created and implemented a formal process by which all employees could offer suggestions, 

voice concerns and/or ask questions about current or upcoming activities. In 2013, the 

Company’s employee engagement survey included the following category: “Employees in my 

organization feel management values their perspectives.” The following is a summary of 

statements in the 2013 survey. Employees are given these choices in response: Strongly 

Disagree; Disagree; Neutral/Neither agree nor disagree; Agree; and Strongly Agree. 

 

1. Employees in my organization willingly accept change. 

2. Employees here are willing to take on new tasks as needed. 

3. Employees in my organization take the initiative to help other employees when the 

need arises. 

4. Employees proactively identify future challenges and opportunities 

5. Employees here always keep going when the going gets tough. 

6. In my organization, employees adapt quickly to difficult situations. 

7. When at work, I am completely focused on my job duties. 

8. I am determined to give my best effort at work each day. 

9. I am often so involved in my work that the day goes by very quickly. 

10. I get excited about going to work. 

11. I am inspired to meet my goals at work. 

12. Employees in my organization feel management values their perspectives. 

 

 Year Ended December 31,  

Metric 2011 2012 2013 

Percentage of employees that are foreign nationals 8%     10% 20% 

Percentage of employees that are located offshore 25%     34% 45% 



The following percentages were calculated by using a simple average of individual employee 

survey responses, with a numerical value assigned to the strength of agreement or 

disagreement with a survey statement. 

 

 

 

 

Gender and racial/ethnic group representation for (1) executives and (2) all others 

The Company employs a workforce that is as diverse as our customers, vendors, and 

colleagues in the global market. This worldwide perspective helps us anticipate and provide 

for the growing needs of a changing marketplace. We know diversity comes with its own 

inherent benefits. We continue to invest in our leadership position to maintain and advance 

diversity. The Company focuses on leadership and development initiatives for our African 

American, Asian, Hispanic, and women employees. Three leadership councils comprised of 

experienced executives serve as role models and actively support these programs. We are also 

focusing on efforts to strengthen our leadership of our veteran and gay, lesbian, bisexual, and 

transgender (GLBT) employees. Our diversity strategy also includes support for our industry 

leading employee group program featuring 23 chartered employee groups with over 100 

chapters. 

 

 

 

 

 

 

 

 

 

 

 

 Year Ended December 31,  

Metric 2011 2012 2013 

Percentage of employee engagement 48%     64% 72% 

 Year Ended December 31,  

 2011 2012 2013 

Employee Category Execs Others Execs Others Execs Others 

Male  54% 66% 56% 66% 58% 64% 

Female 46% 34% 44% 34% 42% 36% 

White 87% 61% 85% 59% 83% 57% 

Black or African American 1% 3% 2% 4% 2% 4% 

Hispanic or Latino 2% 7% 3% 8% 3% 8% 

Asian 10% 29% 10% 28% 12% 29% 

Other^  - - - 1% - 2% 
^Other includes American Indian or Alaska Native, Native Hawaiian or Other Pacific Islander, and “two or more 

races” classification 

http://www.intel.com/content/www/us/en/company-overview/diversity-initiatives.html
http://www.intel.com/content/www/us/en/company-overview/diversity-leadership-councils.html
http://www.intel.com/content/www/us/en/company-overview/diversity-employee-groups.html


 

 

 

 

 

Managing Systemic Risks from Technology Disruptions 

 

Number of (1) performance issues and (2) service disruptions; total customer downtime 

  On March 3, 2013, the Company experienced a two-day disruption of our Cloud 

Cover Storage that affected its U.S. South-region customers. The service disruption happened 

on affected 1.8 percent of our total Cloud Cover Storage accounts. More than 60,000 

businesses experienced problems with online services and Web sites. The Cloud Cover 

Storage service was eventually fully restored on May 5, 2013. The problem was associated 

with a single "storage stamp," which is the Company’s name for a regional unit consisting of 

multiple storage node stacks. Our Cloud Cover Storage cloud-based service typically depends 

on multiple storage stamps per region. Our subscribers get updates about the service's 

performance through the Company’s Primary Dashboard. However, during the time of this 

incident, they did not have access to the details for 1.5 hours because the Dashboard relied on 

the very storage stamp that had experienced problems. Since then, the Company has improved 

its georeplication service to respond quicker should another such storage service disruption 

occur. From April through June, our Technology Team resolved several service disruption 

issues affecting a portion of our system. The problem was caused by a software fault on one 

node within a database tier. Performance of customer requests was degraded while the affected 

node was still active. Actions taken to isolate the affected node from customer requests 

impacted the ability for the database tier to access a shared database resource. Further action 

was taken to forcefully remove the affected node and restore normal service. Since then, the 

Company has identified the cause of the software fault and has developed a plan to implement 

a fix. 

 

 

 

Business continuity risks related to disruptions of operations 

A disruption or failure of our systems or operations because of a major earthquake, 

weather event, cyber attack, terrorist attack, or other catastrophic event could cause delays in 

completing sales, providing services, or performing other mission-critical functions. Our move 

toward providing our customers with more services and solutions in the cloud puts a premium 

on the resilience of our systems and strength of our business continuity management plans, 

and magnifies the potential impact of prolonged service outages on our operating results. 

Inefficiencies or operational failures, including temporary or permanent loss of customer data, 

could diminish the quality of our products, services, and user experience resulting in 

contractual liability, claims by customers and other third parties, damage to our reputation, and 

loss of current and potential users, subscribers, and advertisers, each of which may harm our 

operating results and financial condition. To mitigate reputational risks, the Company tracks 

system status in various geographic locations, providing information on our website on 

performance issues and service disruptions, including root causes and actions to prevent future 

incidents.  

 Year Ended December 31,  

Metric 2011 2012 2013 

Number of performance issues 50       58 42 

Customer service disruptions (in days of downtime) 3       5 10 



Intellectual Property Protection & Competitive Behavior 

 

Patient litigation cases 

On July 18, 2013, Highcrest Health, Inc. filed a patent infringement lawsuit against 

CNP Med, a healthcare-focused subsidiary of the Company, seeking monetary damages, 

injunctive relief, and costs. The allegations include a claim that CNP Med’s activities in 

providing medical practice management and billing and revenue management software and 

associated services to physicians and medical practice managers infringe a patent owned by 

Highcrest Health, Inc. The parties are currently engaged in the discovery process. The 

Company believes that it has meritorious defenses to this lawsuit and continues to vigorously 

defend itself against the allegations. On August 3, 2013, patent and technology firm, 

Intellectual Ventures (IV), recently brought a new complaint the Company claiming 

infringement on three of its patents.  The complaint alleges that three of the Company’s 

products (Replica, Verdad, and Elevate) “actively, knowingly and intentionally” infringed on 

three separate IV patents. The case has not been settled. In November 2013, a jury found that 

Orange Corporation infringed two of the patents that the Company previously transferred to 

ApeX and awarded approximately $368 million to ApeX. Under its agreements with ApeX, 

the Company would receive 25 percent of the proceeds obtained by ApeX in this lawsuit 

against Orange after subtracting attorneys’ fees and costs incurred in litigating those claims. 

 

 

 

 

 

Legal and regulatory fines and settlements associated with anti-competitive practices 

 A large number of antitrust and unfair competition class action lawsuits were filed 

against the Company in various state, federal, and Canadian courts on behalf of various classes 

of direct and indirect purchasers of our PC operating system and certain other software 

products between 2007 and 2013. We obtained dismissals or reached settlements of all claims 

made in the United States. All settlements in the United States have received final court 

approval. Under the settlements, generally class members can obtain vouchers that entitle them 

to be reimbursed for purchases of a wide variety of platform-neutral computer hardware and 

software. The total value of vouchers we may issue varies by state. We will make available to 

certain schools a percentage of those vouchers that are not issued or claimed (one-half to two-

thirds depending on the state). The maximum value of vouchers to be issued is approximately 

$2.7 billion. The actual costs of these settlements will be less than that maximum amount, 

depending on the number of class members who make claims and redeem vouchers. During 

FY13, $1.2 in vouchers was redeemed.  Additionally we incurred $500 in legal fines 

associated with our competitive practices.  

 

 

 

 

 

 Year Ended December 31,  

Metric 2011 2012 2013 

Number of patent litigation cases 1       5 3 

Number successful  1       2 1 

Number as patent holder  1       3 2 

 Year Ended December 31,  

Metric 2011 2012 2013 

Amount of legal and regulatory fines and 

settlements associated with anti-competitive 

practices (dollars in billions) 

$1.0       $1.2 $1.7 




